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Abstract
Developing software for Wireless sensor networks (WSNs) is difficult
because they consist of tiny, fragile, and resource-deprived embedded devices that communicate over low-bandwidth wireless links. Middleware
can simplify WSN programming; many middleware packages have been
proposed. This chapter provides an overview of WSN middleware. It
starts with middleware providing basic building blocks, and then focuses
on middleware for mobility in all of its forms: data, entity, user, and
code. The chapter ends with a discussion on emerging WSN middleware
strategies.
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Introduction

Middleware for wireless sensor networks (WSNs) may seem misplaced in a book
on mobile middleware. After all, most existing WSNs are installed on static
objects like, for example, the nests of the Leach’s Storm Petrels on the Great
Duck Island [61], three feet underground at the Pickberry Vineyard in California,
and on the housing of semiconductor machinery at Intel. Yet, upon closer
inspection, it becomes readily apparent why WSNs are relevant. First, WSNs
need not be static, they can be just as easily installed on moving objects. For
example, in ZebraNet [48], a WSN was installed on a herd of zebras for tracking
their movement. As the zebras move, the nodes opportunistically create wireless
ad hoc links for distributing code and data updates. Mobile middleware in the
form of Impala [54] was used to ensure flexible and adaptable applications in
such a dynamic context. Second, there are many applications that involve a
WSN interacting with a mobile user [29, 44, 57, 48, 47], or tracking a mobile
entity [18, 32, 38]. Third, as mobile applications mature, they must exhibit
context awareness, i.e., they must not only understand what their users are
doing, but also perceive properties about their environment. This collection of
context information must be done in real-time and at resolutions only WSNs
are capable of cost-effectively providing. The combination of user, entity, node,
data, and code mobility, along with the reliance of traditional mobile devices
on WSNs for information about the surrounding physical environment, render
WSN middleware relevant to this book.
WSNs are relatively new, having only recently been made possible by advances in MicroElectro-Mechanical-Systems (MEMS), battery technology, wireless technology, and system-on-chip (SoC) designs. They consist of tiny autonomous nodes each containing a variety of sensors, microprocessor, memory,
battery, and wireless communication interface. They are cheaper to deploy than
wired networks and can potentially offer greater reliability and agility by routing data through a wireless mesh rather than fixed hard-wired links. Since each
node is nominal, WSNs can scale to thousands of nodes offering higher sensing
resolutions than was previously possible. WSNs are currently used for habitat monitoring on the Great Duck Island [61] and James Reserve [27], and for
microclimate research around redwood trees [20]. Emerging uses include surveillance [38], emergency medical care [55], and structural integrity monitoring [77].
In the future, WSNs may help automate highways [43] and coordinate military
operations [53, 72]. As WSNs mature, they will revolutionize the way humans
and computers interact.
Programming WSNs is challenging. To ensure seamless integration with the
environment, each node must be physically small. Many nodes are the size of a
matchbox, if not smaller, severely limiting a node’s capabilities. For example,
the Tmote Sky [1] node runs on two AA batteries and measures 5.45cm2 without
the battery pack. It contains a slow 16-bit 8MHz Texas Instruments MSP430
processor with a mere 10KB of data memory, 48KB of instruction memory, and
1MB of external flash memory. It is programmable using an on-board USB
port, communicates using an IEEE 802.14.4-compliant Chipcon CC2420 radio,
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and has built-in light, temperature, and humidity sensors, and SPI and I2 C
interfaces for attaching peripherals. The Tmote Sky is relatively new, older
nodes like the MICA2 [2], MICAz [3], NMRC [21], M2020 [4], M1010 [5], Smart
Dust [6], ESB platform [7], and Intel iMote [8] share similar, if not weaker,
specifications.
Many WSN applications like habitat and infrastructure monitoring require
long deployment intervals, often without human intervention. Throughout this
time, the nodes are continuously subjected to a potentially harsh environment,
resulting in some nodes dying early, and new nodes being deployed to replenish
those that have failed. This variability further complicates the already unreliable
wireless links. In all, programming applications for WSNs is difficult because
they need to achieve extraordinarily high levels of efficiency, reliability, and
autonomy in an environment that’s highly dynamic and resource deprived. Such
challenges are further amplified when a WSN must handle all the aforementioned
forms of mobility.
Middleware is often relied upon to soothe the difficulties with programming
WSNs. It offers more sophisticated abstractions, and often includes very highlevel programming languages. This chapter presents an overview of the key
principles behind various WSN middleware.

2

Operating System Support

Prior to discussing WSN middleware, we must first understand the basic services
provided by the underlying operating system. While there are many operating
systems that work in embedded systems like LynxOS [9], ChorusOS [10], Contiki [30], VxWorks [11], NetBSD [12], OSE [13], QNX, OS-9 [14], FreeDOS [15],
and eCos [16], not all of them work in the highly resource-constraint setting of
WSNs, or are flexible enough to work in a dynamic WSN environment. Instead,
we focus on TinyOS [42], which is a representative example and arguably the
most popular WSN operating system used today. TinyOS is a highly efficient
minimalist operating system developed originally for the Atmel Atmega series
of microprocessors, but ported to the TI MP430. It is event-based with a twolevel thread hierarchy consisting of tasks and events. Tasks contain long-running
computations that may be preempted by time-critical events. To minimize overhead, there is a single task queue, forcing tasks to run sequentially. When an
event occurs, other events are disabled until the current event completes. Blocking is avoided using split-phase operations, e.g., when the application makes a
system call, TinyOS immediately passes control back to the application while it
processes the command, and later signals the command’s completion using an
event.
TinyOS provides a component-based programming language called NesC.
NesC divides an application into components that may be modules or configurations. Program behavior is encapsulated within modules, which are wired
together using configurations. Configurations can wire other configurations together, allowing the formation of components trees. An application is imple3

mented as a tree of components where the root is the TinyOS kernel, branches
are configurations, and leafs are modules or hardware components. For simplicity, TinyOS does not provide dynamic memory management. Instead, memory
is statically allocated to each module and parameterized interfaces are used in
place of multiple component instantiations. To maximize efficiency, TinyOS
uses active messages for network communication [25]. Active messages contain
an identifier specifying how the receiver should process the message. This, along
with TinyOS’s event-based execution model, avoids the need for components to
block or poll for messages.
While programming WSNs using TinyOS is simpler than using assembly or
C, it is still not easy. As pointed out in [52], TinyOS has a high learning curve,
particularly for non-programmers. It requires one to become familiar with tasks,
events, commands, split-phase operations, and component hierarchy in addition
to subtle race conditions involving asynchrony and atomicity between tasks
and events. There are many features common to other programming languages
like component instantiations and private state that are not provided by NesC,
mostly to ensure applications can attain maximum efficiency. Furthermore,
TinyOS components tend to encapsulate low-level services. For example, many
of TinyOS’s components are part of the hardware presentation layer (HPL) that
interfaces directly with the hardware. Other components encapsulate the network stack (GenericComm), flash memory (ByteEEPROM), timers (TimerC), and
kernel (Main). In addition, the hard-wiring of TinyOS components makes it difficult to develop flexible applications that can adapt to a changing context. To
change a program’s behavior, the new behavior must either be pre-coded into
the program, or the nodes need to be retrieved and reprogrammed, neither of
which is scalable. Middleware is clearly needed to provide higher-level programming abstractions that hide TinyOS’s complexities and to allow programmers
to quickly implement, test, and deploy their WSN applications.

3

Basic Building Blocks

We now discuss middleware packages that provide basic building blocks. Two
middleware packages we focus on are the Sensor Network Application Construction Kit (SNACK) [36] and Hood [76]. SNACK provides a high-level language
and a library of components that offer application-level services. Hood provides
a neighbor list abstraction commonly used by many applications.

3.1

Sensor Network Application Construction Kit

Object-oriented programming languages are sometimes not used to write software for embedded systems due to concerns about efficiency. In an objectoriented program, a component may have multiple instantiations, each with
private state. This results in redundancy of state that could otherwise be shared,
increasing memory utilization. To avoid this, many WSN applications are written using non object-oriented languages like NesC and C. These languages do
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(a)
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Figure 1: Alternative message control flows: (a) shows two components, A and
B, independently sending messages resulting in two messages per second; (b)
shows a more efficient flow where the two components share the same message,
halving the number of messages broadcasted over the radio.
not allow multiple instantiations of a component. Instead, each component and
all of its variables are statically defined. When programming applications using these languages, developers need to maintain each virtual instance’s state
manually through complex programming constructs like state arrays and parameterized interfaces. A typical example is the timer within TinyOS. The timer
is independently used by many components, but since only one timer exists, it
relies on a parameterized interface and an internal state array for remembering
when each component’s timer should fire. The programmer is given fine-grain
control over which variables are shared and can thus maximize memory reuse.
Doing this manually, however, is tedious and results in complex code.
SNACK is a middleware that provides a high-level language and a library
of application-level services. Like object-oriented languages, SNACK allows
multiple instantiations of a component. It is implemented on top of TinyOS,
but can be ported to other operating systems. To reduce overhead, SNACK’s
compiler aggressively detects variables that can be shared and reorganizes the
program to maximize efficiency. SNACK uses a fairly simple but aggressive
mechanism for determining whether state can be shared. When a component is
instantiated, all of its state is shared unless the instance is declared using the
keyword my. If my is present, all variables inside the component are private.
The SNACK programming language allots the compiler greater flexibility in
re-arranging components for higher efficiency. Many WSN applications consist
of numerous independent components. Changing the control flow between them
can significantly reduce overhead. For example, consider the application shown
in Figure 1(a). The figure shows two components that generate messages at a
rate of 1 message per second each. Both components send their messages to the
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radio stack, which forwards them at a rate of 2 messages per second. If each
message contains little data, this will result in high overhead. Re-arranging the
message flow to that shown in Figure 1(b) can halve the number of transmissions.
However, programming components to adhere to this arrangement is tedious
and may not be possible if the two components were developed independently.
Instead, SNACK provides a messaging service that works with the compiler to
achieve the control flow shown in Figure 1(b).
Allowing the compiler to reorganize an application’s control flow is nontrivial. SNACK’s programming language enables this by providing a richer
syntax for specifying parameter values and using transitive links. Instead of
specifying a specific value for a parameter, the SNACK programming language
allows a range to be specified, e.g., “at most,” “at least,” or “in between.” By
relaxing the constraints on the parameter, the compiler is more likely to find
values that intersect, allowing it to rearrange the control flow. Transitive links
are used to specify links that can be arranged by the compiler. A transitive link
simply indicates that one component should be wired to another, but it allows
the compiler to insert any number of components in between.
SNACK provides a library of components consisting of a messaging service,
timer service, and a hash table data structure. The messaging service provides
support for the control flow shown in Figure 1(b). It includes a MsgSrc, Network,
and AttrM component. The MsgSrc generates empty messages and is transitively
linked to the Network. As the message travels from the MsgSrc to the Network,
other components can use AttrM to add their data to the message, merging
multiple messages into one. The compiler decides how the final program is
structured. The timer service reduces the number of independent timers used by
an application. By relying on transitive links, a single timer may pass through
multiple components. Finally, SNACK provides a hash table data structure
keyed by node ID. The SNACK implementation is much simpler since it can be
instantiated using the my keyword, ensuring all state within it is unshared.

3.2

Hood - A Neighbor List

The lack of fixed infrastructure in WSNs coupled with uncertainties associated
with individual sensor readings result in algorithms that exhibit a high degree of
locality. Nodes need to collaborate with their neighbors to route and aggregate
data. They also have to compare their sensor readings to verify and improve accuracy. The localized algorithms that perform these tasks require neighborhood
information, namely, a list containing the addresses of nearby nodes whose attributes match certain application-specific criteria. The neighborhood discovery
and maintenance protocol is frequently used across a broad range of applications
and is, thus, provided as middleware in the form of Hood.
Hood is a middleware for WSNs that provides a neighbor list abstraction.
It handles all of the underlying details about neighbor discovery, message passing, and data caching. By using Hood, an application developer can treat the
neighbor list as a programming primitive and operate on data shared by the
neighbors, thus simplifying programming. Till now, the messaging protocols
6

and filtering algorithms required to create and maintain this list were done
from scratch and customized for each application. This was necessary because
each application required different algorithms and data structures. Hood avoids
this problem by allowing the developer to plug in application-specific code for
distributing a node’s profile, called the push policy, and for processing discovered
profiles, called a filter.
Hood allows a node to specify a list of attributes to share and a push policy that determines how these attributes are broadcasted. The attributes may
include anything, e.g., sensor readings, application state, or remaining power.
The push policy may broadcast a message whenever an attribute is set, perform
periodic broadcasts, or perform reliable broadcasts, e.g., broadcast an attribute
several times whenever it is set. If attributes are rarely broadcasted, a bootstrap mechanism may be implemented that broadcasts notifications whenever
a node joins a neighborhood. Whenever a bootstrap message is received, the
node broadcasts its attributes. To ensure maximum flexibility, the push policy
is implemented in native NesC and is passed as a parameter to Hood.
To create a neighborhood, a node passes a filter to Hood. The filter receives
all of the attributes broadcasted by neighbors and determines which neighbors
should be included in the neighbor list. Note that each node independently creates and maintains a neighborhood, meaning neighborhoods are not symmetric.
It is possible for node A to consider node B to be a neighbor, but not vice
versa. A node does not know who considers it to be a neighbor. This decouples
the owner of an attribute from the observers that consider the owner a neighbor. Achieving symmetric neighborhoods would require more complex protocols
with transactional semantics which may prove infeasible in an environment as
dynamic and unreliable as a WSN. The unreliability of WSNs also means Hood
cannot provide any consistency guarantees, i.e., it cannot guarantee that every
node within a certain distance will receive every broadcast.
Hood allows applications to append scribbles to each neighbor. A scribble
is a locally-derived value like an estimate link quality based on the neighbor’s
attributes. The filters may include scribbles in their analysis of determining
when to include a node in the neighbor list. Complications arise when the
filter requires multiple attributes and scribbles since some may be defined while
others remain undefined. To address this, a hierarchy of neighborhoods may be
created where the members of one neighborhood are dependent on the neighbors
in another neighborhood.
Hood is a specific middleware that has been shown to be useful in objecttracking applications. It represents a general class of middleware that provides
an abstraction for facilitating neighbor discovery. The key idea of this middleware is that it allows the application developer to specify application-specific
details like the push policy and filtering algorithm, but provides a generic infrastructure for putting these policies to work. The middleware with a neighbor
list abstraction can be easily generalized to provide multiple neighbor lists each
with different attributes, or to provide higher-level operations that operate over
all members of a particular list.
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4

Data-Centered Abstractions

The primary purpose of a WSN is to gather data about an environment and
relay that information to the consumers. Two key challenges to distributing
sensor information are 1) mobility and 2) limited resources. The data consumers may include external users, internal nodes, or a combination of both.
Many applications like safe-route navigation and a museum tour guide involve
multiple external users that transiently connect to the network and physically
move through the sensor field. To complicate matters, WSNs operate under severe resource limitations in terms of power, memory, and computational ability,
all of which should be sparingly used. This prevents simply porting existing
ad hoc routing protocols developed for laptops and PDAs into a WSN. The
underlying operating system, in minimizing overhead, provides little support.
For example, TinyOS only offers one-hop unicast and broadcast. Clearly, new
more efficient and agile algorithms for distributing sensor data, and higher-level
programming models to use these algorithms, are required. Many middlewares
provide this. We consider two algorithms, geographic hash tables [68] and directed diffusion [46, 39], and two models, WSN as a database [59, 35, 79, 69]
and abstract regions [75], all of which are available as middleware.
In a WSN, both the sender and the receiver may be transient and mobile.
Traditional routing protocols for wireless ad hoc networks like AODV [66] and
DSR [23] are non-ideal because they have high overhead and latency, especially
when the network is dynamic. This resulted in the development of many novel
routing algorithms that use data caching and forward pointers to efficiently
deliver a message to a moving consumer [51]. Forward pointers, however, leave
control-state scattered through the network, and may still fail if the receiver is
moving too rapidly. A geographic hash table does not suffer from this problem.
It takes advantage of the spatial property of a WSN. Whenever a sender wishes
to send a message to a particular destination, the destination’s address is hashed
to a particular location. The data is sent to that location, and any node within
one hop stores the message, serving as a mailbox. The destination periodically
checks its mailbox to receive the message. A geographic hash table guarantees
that the message will be delivered as long as no message loss occurs. By choosing
a proper hash function, data can be distributed evenly across the entire network,
providing load balancing. Drawbacks include the need for each consumer to
periodically query its mailbox, the possibility that the mailbox and consumer
may be located on opposite sides of the network, and the additional overhead
of dealing with node mobility.
WSNs consist of potentially thousands of nodes. Many of them will fail
mid-deployment, and new nodes may be added. This highly dense and dynamic
environment calls for applications that place less emphasis on the data collected
by each individual node, but rather treats the nodes as an aggregate. Applications for WSNs tend to not require data from a specific sensor but rather
from sensors that have certain properties like, for example, being located in a
particular region, or having sensor readings above a certain threshold. This observation led to the development of content-based routing where data is not sent
8

to a particular address, but rather is routed based on its attributes. One system
that provides this is directed diffusion [46]. Directed Diffusion introduces the
idea of routing data down interest gradients. When a consumer is interested
in a particular type of data, it broadcasts a description of its interest, which
is propagated throughout the network. By propagating the interest, downhill
gradient is produced where the consumer is at the bottom. Any data matching
the interest is forwarded down the gradient to the consumer. The middleware
handles all of the distribution of interests and configuring of “flows” for delivering data down interest gradients. To save power, it also performs in-network
data aggregation to reduce the number of packets sent back to the consumer,
e.g., instead of receiving all of the raw data, it only receives the average over a
certain epoch.
WSN middleware may also change the fundamental model presented to the
application programmer. One example is a database. Using this model, a
programmer need not program individual sensors or debug complex data aggregation and routing algorithms. Instead, a WSN is treated like a single table
in a database consisting of the aggregate data collected across all WSN nodes.
Many middlewares that provide this abstraction are available. They include
TinyDB [59], SINA [69], Cougar [79] and IrisNet [35]. All of these middlewares
implement a distributed query processor that spans the entire network. They
provide a SQL-like language tailored to WSNs. A primary difference between
implementing a virtual WSN database versus a real database is the fact that
the data is continuously generated, often only after a query is issued. Also, innetwork data aggregation is necessary in WSNs to reduce message transmissions
and save power. To account for this, the database query language is augmented
with EPOCH, SAMPLE PERIOD, and function modifiers that allow a programmer to
specify how aggregate data should be generated within the network. To account
for the spatial properties of a network, a WHERE modifier is also provided. Recent
work in this area has produced more powerful aggregation operations [41] and
techniques for compressing aggregate data [71].
Abstract regions [75] is another middleware that provides a new model in
place of individual nodes in a WSN. It allows programmers to define regions
in the network, and to treat each region as if it were an individual sensor. A
region may in reality contain many sensors, but all of them aggregate their data,
and the application is only given the aggregate. Abstraction regions still provide application programmers control over resource consumption, and provide
feedback on how successfully requested aggregate operations were carried out.
It uses a tuple-space like model for distributing data, and provides a threadlike model where applications can perform blocking operations. Together, this
greatly simplifies the programming model allowing even non-computer scientists
to program a network.
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5

Mobility-Centered Abstractions

A common application for WSNs is to track a mobile entity as it travels through
a sensor field. The entity can be, among many other things, a soldier in a field
or a car in a parking lot. In the simplest implementation, any node that detects
an entity would report to a central base station. This implementation is less
accurate since the sensors do not collaborate to verify their readings. Some
entities are difficult to track and can only be accurately sensed by multiple
sensors concurrently [38]. The simple implementation is also not energy efficient since redundant notifications many be routed through the network when
multiple sensors detect the same entity. Other challenges arise when the nodes
operate on a sleep schedule. If a node is asleep, it will not be able to detect
the entity. Thus, complex motion prediction and forewarning algorithms are
used to wake up nodes ahead of the entity so they can participate in the event
detection process. Tracking mobile entities is a complex process used by many
applications. Several middleware packages have been developed to reduce this
complexity. One such package is EnviroTrack [18]. Another middleware package
that allows mobile users to access the WSN is MobileQuery [57].

5.1

EnviroTrack

EnviroTrack provides a context-label abstraction for each entity. A context label is distinguished by type, e.g., “car,” and contains user-defined aggregate
state about the entity and application-specific code that operates on this state.
The context-label is dynamically created when the entity is first detected, and
logically follows the entity as it moves through the sensor field. EnviroTrack
simplifies programming by hiding the details associated with inter-node communication and group maintenance necessary to detect and track an entity.
Programmers interact with the static context label rather than with a continuously changing set of nodes that sense the entity. This is done using a directory
service based on a geographic hash table. The context label’s type is hashed
to a specific location and nodes within one hop of this location serve as directory objects. Each context label periodically updates its state with its directory
objects, and programmers interact with the directory objects.
To use EnviroTrack, the programmer must specify the possible types of
context-labels. For each type, the programmer must provide a sense function,
a state function, and, optionally, tracking objects. The sense function takes
the raw sensor readings and determines whether the entity is present. It includes
a freshness constraint that determines the maximum age of a sensor reading for
it to be considered, and a critical mass constraint that determines the minimum
number of sensors that sense the entity for the detection to be considered valid.
The state function produces the aggregate data to maintain within the context
label. The tracking objects perform local processing on the nodes that comprise
the context-label, allowing them to perform context-sensitive tasks that may
directly affect the entity, e.g., forming a barrier if the entity is an intruder or
activating a sprinkler system if the entity is a fire.
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EnviroTrack provides a group maintenance algorithm for organizing nodes
that can sense the entity. Ideally, the algorithm will produce a single contextlabel per entity, each with a single leader who is responsible for aggregating
the data and updating the context label’s directory service. A context-label is
formed whenever a node detects an entity using the sense function and is not
already part of, or aware of, a group for the entity. Whenever this occurs, it
creates a context label and declares itself leader. As the leader, it periodically
broadcasts a heartbeat that is propagated a certain number of hops beyond the
group’s boundary. The heartbeat serves the dual purpose of telling members the
leader is still alive, and providing a forewarning system. If a member node can
sense an entity but does not hear a heartbeat within a certain time, it creates a
new group. Whenever a node receives a heartbeat, it remembers the last time
it received it. If the entity is sensed within a certain time of receiving the last
heartbeat, the node joins the group by periodically sending its sensor readings
to the leader. Multiple leaders may occur when the entity is initially detected
by multiple nodes, or when the heartbeat fails to propagate. To account for
this, each leader maintains a weight corresponding to the number of updates it
has received from group members. The leader with the lower weight secedes to
the one with the higher weight. As the entity moves, the leader may loose the
ability to sense the entity. When this it occurs, it hands off its leadership. The
node the becomes the new leader inherits the former leader’s weight, thereby
reducing the probability that spurious leaders will remain active.
EnviroTrack has been implemented on top of TinyOS. To further simplify
programming, it provides a preprocessor that translate EnviroTrack code into
NesC. Through simulations and actual implementations on Mica motes, EnviroTrack has been shown to simplify WSN programming.

5.2

MobileQuery

While EnviroTrack represents a middleware supporting entity mobility, MobileQuery [57] is a middleware supporting user mobility. MobileQuery is best
motivated using an example. Imagine a user carrying a PDA traveling through
a sensor field. As the user travels, what is the simplest task the user may want
to do that is useful to many applications? One such task is to simply query the
sensor readings of nodes within a certain vicinity, e.g., a possible query may be
“what is the average of all temperature readings within a one mile area?” This
requires the dissemination of a query to a certain geographic region, and routing
and aggregation algorithms for delivering the results back to the user. Since the
user continuously moves, this query process should be periodic. MobileQuery
provides this service.
Implementing MobileQuery may at first appear simple: just broadcast a
query, and wait for a reply. In networks that do not operate on a sleep schedule and applications that do not require real-time operation, this is probably
sufficient. However, many WSN applications like hazard detection and saferoute navigation software require real-time context information. Also, WSNs
often operate on a sleep schedule to prolong network lifetime where the nodes
11

remain asleep for the majority of the time, only briefly waking up to perform
application-specific tasks. If the user issues a query when the nodes just went
to sleep, the latency will be high. Furthermore, as the query area expands,
a naive flooding solution will result in greater energy consumption due to duplicate broadcasts and more message loss due to contention. To avoid these
problems, MobileQuery adapts a pre-fetching and tree-building scheme where
prefetching messages are sent ahead of the user to pre-defined pickup points
(i.e., the location where the user expects to receive query results), and a routing
tree rooted at the pickup point is created to collect and aggregate the results.
MobileQuery assumes that a user’s movements are predictable and that prefetch message can travel faster than the user. A user’s movements may be
predictable based on history, or in certain scenarios like driving on the highway
or hiking on a trail, the motions may follow a pre-defined map. To ensure prefetch messages can travel faster than the user, a backbone overlay network [28,
74, 78] is used.
The are two types of pre-fetching: all-at-once and just-in-time. All-at-once
pre-fetching sends the pre-fetch messages as far as the user will travel. It assumes
that the user travels a fixed distance along a known path. By sending the prefetch messages immediately, it can guarantee that all of the nodes in future query
areas will be ready to supply sensor readings by the time the user arrives.

6

Dynamic Reprogramming

The aforementioned middleware systems simplify programming by providing
commonly-used services. They are integrated into the application at compiletime and do little to increase network run-time flexibility. Flexibility is important in WSNs because of their highly dynamic topology and lengthy deployment
intervals throughout which the user requirements, or the users themselves, may
change. Knowing all possible uses of a WSN prior to deployment is not possible. A network initially deployed for habitat monitoring may later be used
for wildfire detection. Large WSN networks covering a wide geographic area
may be deployed for a single use initially, but later be divided into regions, each
running software specialized to features within each environment. Anticipating
and incorporating all possible behaviors into an application prior to deployment
is not feasible. There are many aspects like algorithms and data structures that
are difficult to parameterize. Memory constraints prevent including extraneous
behavior. To address this, middleware packages have been created to facilitate
the dynamic reprogramming of a pre-deployed network. By enabling dynamic
reprogramming, the network can assume any behavior, and can serve transient
users as they arrive and move through the sensor field.
Embedded systems often adhere to a Harvard architecture with separates
data and instruction memories. This naturally leads to the ability to reprogram
a node by re-flashing the instruction memory and can be provided at the operating system level [45]. The problem is that 1) some nodes do not employ
rewritable instruction memory due to cost, 2) re-flashing memory consumes a
12

Table 1: Middleware Supporting Network Reprogramming
Name

Execution Execution Network
Unit
Model
Reprog.

Communication
Model

Agilla

agent

agent
thread

strong
migration

tuple space

Impala

modules

event

flood code

message passing

Maté

capsules

event

flood code

message passing

SensorWare

script

event

weak
migration

message passing

Smart Messages

smart
message

single
thread

strong
migration

remote: migration
local: tag space

Node (2,1)

Node (1,1)

migrate

remote
access
Neighbors

Tuple Space

Tuple Space

Neighbors

Figure 2: The Agilla model
lot of power and is unreliable when the batteries are not fully charged, and 3) it
requires the transmission of the entire operating system and application over a
lossy low-bandwidth radio. Some middleware packages provide a more efficient
way to reprogram a WSN. They either allow the instruction memory to be partially reprogrammed, or, more often, provide a virtual machine that interprets
lightweight mobile control scripts. Middleware packages of this sort include Agilla [33], Impala [54], Maté [52], SensorWare [22], and Smart Messages [50]. A
summary of their features is shown in Table 1.
Among them, Agilla [33] provides a virtual machine that supports mobile
agents and highly flexible capabilities for in-network reprogramming. Its middleware architecture is shown in Figure 2. Unlike traditional programs that are
statically installed on a specific node, mobile agents can move and clone themselves across the network performing application-specific tasks. Two types of
migration operations are provided: strong and weak. Strong migration captures
the entire state of an agent including its program counter and stack. The agent
resumes execution at the destination uninterrupted. A weak migration, on the
other hand, only captures data state, all execution state is lost and the agent
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resumes running at the beginning when it arrives at the destination. While
strong migration may simplify programming, it entails higher overhead.
An application often consists of multiple agents. For example, in a fire detection application, multiple mapping agents may be used to form a perimeter
around the fire [32]. When multiple agents are used to carry out an application’s task, they must coordinate with each other. In Agilla, coordination is
achieved through local Linda-like tuple spaces [34]. A tuple space is a special
type of shared memory where the data is addressed by content using templates.
One agent can insert a tuple, and another can later read or remove it using
pattern matching via a template. To prevent polling, Agilla augments the tuple
space with reactions [31, 49, 64, 26] that notify an agent of a tuple matching a
particular template when it appears in the tuple space. Tuple spaces decouple
agents ensuring that they remain autonomous. An agent’s autonomy is vital in
a dynamic environment such as a WSN since inter-agent interactions tend to be
highly transient.
The tuple space also serves as a convenient mechanism for agents to discover
their context. For example, in Agilla, the tuple space stores the types of sensors
available and the identities of the other co-located agents. Tradeoffs regarding
what to store in the tuple space versus through a dedicated data structure must
be made. For example, since the address of neighboring nodes is frequently
accessed by many applications, Agilla provides an acquaintance list abstraction.
However, a list of available sensors is accessed less frequently, so it is stored in the
tuple space. Providing a dedicated data structure reduces latency, but increases
memory overhead.
Unlike other mobile middleware [64], Agilla does not support a global tuple
space that spans across multiple nodes primarily due to bandwidth and energy
constraints. Instead, it supports local tuple spaces where each node maintains
a distinct and separate tuple space. If agents were restricted to only operate
on the local tuple space, they would only be able to coordinate with co-located
agents. But in many applications, agents need to communicate with agents residing on different hosts. While this may be accomplished by having the agent
migrate to the other agent’s host, agent migration is relatively expensive. Thus,
Agilla provides special instructions that allow an agent to perform operations on
a remote host’s tuple space. These instructions rely on simple muti-hop unicast
communication and are thus scalable. Sequentially accessing each neighbors’ tuple space, however, entails significant overhead. To address this, Agilla provides
a group instruction that uses single-hop multicast to query the tuple spaces of
all one hop neighbors. Scalability is ensured since this operation only operates
over one hop.
WSNs are unique in that spatial properties are important. Sensor nodes detect certain properties of the environment. The location at which they take the
measurement is necessary, for example, when determining where the intruder
is. In other words, many WSN applications must know their spatial placement
to make sense of the sensor data they collect. Agilla embraces this reliance
on spatial information by addressing nodes by their geographic location. Sensors can get their location through GPS, or any number of other localization
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schemes [67, 24, 62]. As a side benefit, addressing nodes by location enables
Agilla primitives to be easily extended to operate over geographic regions, and
to use geographic routing for multi-hop interactions.
Agilla is implemented on top of TinyOS and tested on MICA2 motes. It
demonstrated that careful engineering of the middleware makes programming
flexible applications consisting of mobile agents not only feasible but easier. In
its current implementation, standard coordination mechanisms like tuple spaces
and acquaintance lists are used. In the future, agents may be able to communicate directly with each other, thereby further reducing overhead, or they
may be able to mutate their code taking on additional capabilities as they gain
experience within the network. The possibilities are endless.
Impala [54] and Maté [52] are two similar middleware systems that divide
an application’s code into capsules, that are then distributed throughout the
network. The main difference is that Impala uses native code whereas Maté
uses a virtual machine. Unlike Agilla agents, Impala and Maté capsules have
no control over where they execute. When an updated capsule is issued, it is
flooded throughout a network. This prevents multiple applications from running
concurrently and different areas of the network from running different code.
Both Impala and Maté use an event-based programming model where each
capsule remains inactive unless an event to which it is sensitive occurs. For
example, one capsule within Maté is a timer capsule. The code within this
capsule is executed whenever the timer fires. Another capsule is sensitive to the
arrival of a message. By using an event-based model, these middlewares achieve
high efficiency by avoiding polling and allowing the execution unit to remain
dormant during periods of no events.
Smart Messages [50] and SensorWare [22] are similar to Agilla in that they
allow their execution units to control where they are located. Smart Messages
allow its execution units, known as a smart message, to perform strong migrations. SensorWare uses mobile scripts as its execution unit, but only supports
weak migration. Both systems are implemented as virtual machines on relatively
powerful PDAs. Unlike Agilla, Smart Messages only provides a single thread
per node and separates local communication (via a tag space) from remote
communication (via migration). By having a single thread, multiple applications cannot run concurrently on a node, and the need for a smart message
to migrate to communicate with a remote node incurs higher overhead than
simply remotely accessing the node. SensorWare, on the other hand, uses an
event-based execution model like Impala and Maté. Also like Impala and Maté,
SensorWare uses direct message passing for communication between its mobile
scripts.

7

Emerging Strategies

WSNs are continuously evolving as technology improves and new applications
become feasible. In recent years, WSNs have evolved from rigid applicationspecific deployments to flexible embedded computing platforms. As WSN nodes
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improve, they will run more sophisticated applications that demand better middleware support. There are several emerging strategies that middleware designers are currently investigating. They include providing quality of service (QoS),
macroprogramming, and connecting WSNs with traditional networks.

7.1

Quality of Service Management

As WSNs mature, they will run more sophisticated applications, and multiple
applications at a time. Existing middleware like Agilla already allows multiple
applications to be dynamically loaded into a network. Little attention, however,
has been paid to quality of service (QoS), specifically those related to message
delivery latency, sensing accuracy, energy consumption, and data throughput.
Most existing middleware packages provide services on a best-effort basis and do
not consider application-specific semantics when making trade-offs between QoS
and resource consumption. Many applications share the same types of tradeoffs, e.g., decrease sensing accuracy or increase message latency for additional
power savings. Programming these trade-offs within each application is tedious
and error-prone. Furthermore, when multiple applications share the same network, interactions across applications need to be accounted for. For example,
if one application is tracking a raging wildfire, it should be given better QoS,
than an application monitoring the migration patterns of monarch butterflies.
Middleware provides a convenient mechanism for adding these QoS provisions.
Two middleware projects that provide QoS are MiLan [63, 40] and AutoSec [37]. MiLan takes a specification on the minimum QoS an application
requires, and adapts the network to achieve this QoS while minimizing resource
consumption. Instead of simply observing network parameters and adapting
the application, MiLan attempts to control the network. For example, consider
a habitat monitoring application running on a WSN deployed throughout a
forest. The majority of the time, there isn’t anything interesting so the middleware selects a sparse subset of the nodes to monitor the environment at a
low resolution to save power. However, when an interesting event is detected,
the middleware increases the QoS by activating additional nodes near the phenomena of interest. This proactive approach allows MiLan to provide high QoS
while still consuming low resources. AutoSec differs from MiLan in that it focuses on resource allocation to ensure maximum system throughput. It relies
on a directory service that stores information about the network’s current state,
and, based on this information, chooses a resource allocation policy that divvies
up the resources such that each application achieves its desired QoS. Part of
the challenge with AutoSec lies in determining how to maintain the directory
service, and what resource allocation policies should be provided.
Real-time behavior is a specific type of QoS that many applications require.
In a real-time application (e.g., surveillance, fire monitoring, and intruder detection), messages and actions need to be precisely choreographed for the application to function correctly. Messages must be delivered on time at the right
place carrying data of a certain freshness. Two middleware projects that provide real-time functionality are DSWare [58] and RAP [56]. DSWare is a pub16

lish/subscribe middleware that relies on standard real-time packet scheduling
mechanisms, e.g., earliest deadline first (EDF). It also provides group management, event detection, data caching and data storage services, reducing the
burden of application developers. RAP is a real-time query service for WSNs. It
introduces velocity monotonic scheduling, which takes advantage of the spatial
properties of the network to provide real-time message delivery. RAP allows a
user to issue a query with certain period, deadline and data freshness requirements. As data is delivered, its velocity, as measured by how far it has traveled
over how long, is used as a local indicator of how urgent the packet needs to be
forwarded. A message that will barely make or miss its deadline traveling at its
current velocity will have higher priority than a message that will easily make
its deadline. Both middleware projects are still in prototype phase having only
been evaluated in simulators.

7.2

Macroprogramming

Another emerging strategy being embraced by developers of WSN middleware is
the idea of macroprogramming. Macroprogramming relies on new programming
languages that allow a programmer to describe, at a high level, what the sensor
network should do. The middleware and compiler would then determine the
low-level code that executes on each individual node. By hiding the distributed
nature of the network, programming it is greatly simplified. Agilla can be
viewed as a form of macroprogramming where developers create agents without
worrying about precisely where they are installed. Other middleware projects
based on macroprogramming include abstract regions [75], virtual markets [60],
Regiment [65], and MagnetOS [19].
Abstract regions were discussed in Section 4. They allow programmers to
reason about abstract regions that map to collections of nodes. Virtual markets
take a unique approach to achieving new behavior in a WSN. Instead of introducing new code into the network, a virtual market simply changes the value of
performing certain tasks. In a virtual market, intelligent agents are distributed
throughout the network that can perform certain actions, e.g., take a sensor
reading, aggregate data, and forward data. Each action has a value associated
with it. By programming the agents to seek maximum profits, the overall system behavior can be controlled by simply changing the value of each action.
Regiment and MagnetOS are both high-level programming languages that allow a developer to program a WSN application as if it ran on a single node. The
underlying middleware and compiler takes the program and determines how it
can be divided and distributed across multiple nodes within the WSN. They
differ in that Regiment provides a functional language whereas MagnetOS is
written in Java.

7.3

Integration with Traditional Networks

Another emerging area of WSN middleware research involves developing platforms that allow the seamless integration of WSNs with traditional networks. In
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order for WSNs to gain widespread use, they must be easily integrated with the
existing computing infrastructure. Currently, the code that bridges WSNs with
traditional networks is proprietary relying on custom protocols tailored to each
application. Furthermore, as WSNs gain widespread use, more sophisticated applications will want to harness the power of multiple potentially heterogeneous
WSNs. These applications are often distributed across multiple administrative domains. For example, a company’s inventory management system may
reside on servers belonging to the company, supplier, and shipping company.
Applications running on traditional networks are mature. They operate across
administrative domains by adhering to common protocols and languages like
those proposed by the Open Grid Service Architecture (OSGA) [17]. OSGA,
however, introduces too much overhead for use in WSNs. Developing and maintaining custom protocols that facilitate the interactions between WSNs and the
fixed infrastructure is a formidable task. It is a service that WSN middleware
is just beginning to provide.
One middleware package that links WSNs with traditional networks is Agilla. In Agilla, mobile agents can easily migrate between WSNs and traditional
networks. Another project is Hourglass [70]. Hourglass operates over the Internet and handles the delivery of data between consumers and sources located
across multiple WSNs. In creates an overlay network over the fixed Internet infrastructure, and provides a circuit abstraction that connects the sources with
the destinations. Circuits are tailored to handling WSN data by allowing various
services to operate over the data flowing through them. For example, some of
the services provided by Hourglass include filtering, aggregating, compressing,
and buffering. Since Hourglass nodes are more powerful than WSN nodes, they
are capable of performing more complex operations on the data. An application
developer simply tells Hourglass its data needs, and the middleware takes care
of discovering the networks that provide the raw data and assembling the necessary services to produce the required data. Hourglass is still in the prototype
stage, having only been simulated in ModelNet [73].

8

Conclusion

WSNs promise to revolutionize the way humans interact with their physical
environment. They will soon gain widespread use because they provide many
benefits and are relatively inexpensive to deploy. However, in order to gain
widespread use, new middleware solutions are required. Programming WSNs is
difficult because they have extremely limited resources and exhibit many forms
of mobility involving the users, entities being sensed, sensor nodes, data, and
code. To help simplify application development, many middleware packages
have been created. Initial WSN middleware provided basic building blocks like
high-level programming languages, neighbor lists, and libraries of components
that provide application-level services. As applications matured and gained
complexity, new middleware for handling the various forms of mobility and increasing network flexibility through in-network reprogramming were developed.
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WSNs are relatively new and are rapidly evolving, forcing middleware designers
to embrace new strategies. These emerging strategies include providing QoS,
macroprogramming, and providing a foundation for connecting WSNs to traditional networks.
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