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ABSTRACT

As software systems evolve over a series of releases, it
becomes important to know which components show re-
peated need for maintenance. Deterioration of a sin-
gle component manifests itself in repeated and increas-
ing problems that are local to the component. A second
type of deterioration is related to interactions between com-
ponents, that is, components are repeatedly change-prone
in their relationships with each other. The latter requires
changes to code in multiple components and is a sign
of problems with the software architecture of the system.
Software architecture problems are by far more costly to
fix and thus it is very desirable to identify potential archi-
tectural problems early and to track them across multiple
releases. This paper uses Revision Control System (RCS)
change history to determine which system parts are the
most change-prone, both locally and in their interactions
with other parts of the systems. Relationships among sys-
tem components are identified based on whether they are
involved in the same group of changes, and how many lines
of code are changed. The resulting change architecture fig-
ures show what the system’s most change-prone compo-
nents and relationships are. We illustrate our technique on
a large commercial system consisting of over 800 KLOC
of C, C++, and microcode.
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1 Introduction

It is important to track the evolution of a system and its
components, particularly those components that are be-
coming increasingly difficult to maintain as changes are
made over time. The identification of these components

serves two objectives. First, this information can be used
to direct efforts when a new system release is being devel-
oped. This could mean applying a more thorough develop-
ment process, or assigning the most experienced developers
to these difficult components. Secondly, the information
can be used when determining which components need to
be re-engineered at some point in the future.

Deterioration of a single component manifests itself
in repeated and increasing problems that are local to the
component. A second type of deterioration is related to
interactions between components, that is, components are
repeatedly change-prone in their relationships with each
other. The latter requires changes to code in multiple com-
ponents and is a sign of problems with the software archi-
tecture of the system. Software architecture problems are
by far more costly to fix and thus it is very desirable to
identify potential architectural problems early and to track
them across multiple releases.

Change reports are a major source of commonly avail-
able information that can be used to identify decay. Change
reports are written when developers modify code dur-
ing system development or maintenance, and usually con-
tain information about the nature, time and author of the
change. A change can affect code in one or more compo-
nents. If changes are local to a component, that is only files
belonging to the component are changed, the component’s
change is said to have cohesion. By contrast, if changes
involve multiple components, the change shows coupling.
This concept of looking at a change as either local to a
component or as coupling components with regards to code
modification is analogous to describing structure or archi-
tecture of software [1, 17]: Software architecture consists
of a description of components and their relationships and
interactions, both statically and behaviorally [17]. Prob-
lems and possible architectural decay can be spotted via
changes related to components and interactions of the com-



ponents.

High change cohesion and coupling measures indi-
cate problems, although of a different sort. High change
cohesion measures identify components that are broken in
their functionality, while high change coupling measures
highlight broken relationships between components.

There are choices as to which cohesion and coupling
measures to use. Ohlsson et al. [16] identify the most prob-
lematic components across successive releases, using sim-
ple coupling measures based on common code fixes as part
of the same defect report. Von Mayrshauser et al. [20] use
a defect coupling measure that is sensitive to the number
of files that had to be fixed in each component for a partic-
ular defect. These defect cohesion and coupling measures
can be computed for all components and components re-
lationships that contain faults. However, usually only the
most fault-prone components and component relationships
are of concern, since they represent the worst problems and
the biggest potential for code decay.

Change management data is useful in measuring
properties of software changes and such measures can be
used in making inferences about cost and change quality in
software production. With this in mind, the primary inter-
est is to identify components and component relationships
that exhibit problems most often, i. e. with the highest
change cohesion and change coupling measures.

This paper investigates ways to

e identify components and relationships between com-
ponents that are change-prone through reverse archi-
tecting techniques [3, 5, 8, 11, 13, 21, 22]. Reverse ar-
chitecting in this context refers to the identification of
a system’s components and component relationships
without the aid of an existing architecture document.

e measure change cohesion and change coupling for the
components and component relationships.

e set thresholds when distinguishing between change-
prone and non-change-prone components and compo-
nent relationships. The components and component
relationships that are change-prone form the part of
the software architecture that is problematic. This is
called the change architecture.

e compare the change architectures derived by grouping
changes by different time intervals.

Section 2 reports on existing work related to using
change process data. It also summarizes existing classes
of reverse architecting approaches. Section 3 details our
approach. Section 4 reports on its application to a sizable
embedded system. The results show identifiable problems
with a subset of the components and relationships between
them, indicating systemic problems with the underlying ar-
chitecture. Section 5 draws conclusions and points out fur-
ther work.

Being able to identify troublesome components in
system test is important to determine what components

should be focused on the most. This study works with
change data from RCS change history. This paper focuses
on ranking components according to those most in need of
attention. It also identifies which components tend to be
changed together. Components that are likely to change
when any number of other components are changed need
special attention to ensure that the job is done right. Finally,
change architectures are created that will visually display
the relationships between components.

2 Background

2.1 ldentifying and Analyzing Change-
prone Components

It is important to know which software components are sta-
ble versus those which repeatedly need corrective mainte-
nance. The latter components tend to become worse as they
evolve over releases, due to the addition of new functional-
ity with increasing complexity and out-of-date documenta-
tion of the system. Over time these problems can become
very costly.

Ohlsson et al. [16, 15] combine prediction of fault-
prone components with analysis of decay indicators. It
ranks components based on the number of defects in which
a component plays a role. Corrective maintenance mea-
sures are analysed to track changes in the components over
successive releases.

According to Graves et al.[9], software change history
is useful in predicting the number of future faults. Their
model measures the fault incidence of a module based on
the sum of contributions from all forms of changes, with
large and recent changes receiving most weight. Graves
and Mockus [10] show that four types of variables are crit-
ical contributors to estimated change effort: the size of the
change, the developer making the change, the purpose of
the change, and the date the change was opened. The con-
clusions drawn from this study are important as they can
be used in project management tools to identify modules of
code which are too costly to change.

Tools and a sequence of visualizations and visual
metaphors can help engineers understand and manage the
software change process. In [14], Mockus et al. describe a
web-based tool, which is used to automate the change mea-
surement and analysis process. Version control and con-
figuration management databases provide the main sources
of information. Eick et al. [4] presents several useful and
different ways to visualize the changes and categorize the
changes made to components as adaptive, corrective, and
perfective. The authors conclude there are significant pay-
offs - both intellectual and economic - in understanding
change well and managing it effectively.



2.2 Reverse Architecture

Reverse architecting is a specific type of reverse engineer-
ing. According to [12], a reverse engineering approach
should consist of the following:

1. Extraction: This phase extracts information from
source code, documentation, and documented system
history (e. g. defect reports, change management
data).

2. Abstraction: This phase abstracts the extracted infor-
mation based on the objectives of the reverse engi-
neering activity. Abstraction should distill the possi-
bly very large amount of extracted information into a
manageable amount.

3. Presentation: This phase transforms abstracted data
into a representation that is conducive to the user.

Objectives for reverse architecting code drive what is
extracted, how it is abstracted, and how it is presented. For
example, if the objective is to reverse architect with the as-
sociated goal to re-engineer (let’s say into an object ori-
ented product), architecture extraction is likely based on
identifying and abstracting implicit objects, abstract data
types, and their instances [3, 8, 11, 21]. Other ways to look
at reverse architecting a system include using state machine
information [7], or release history [6]. CAESAR [6] uses
the release history for a system to capture logical dependen-
cies instead of syntactic dependencies by analyzing com-
mon change patterns for components. This allows identi-
fication of dependencies that would not have been discov-
ered through source code analysis. This method could be
seen as a combination of identification of problematic com-
ponents and architectural recovery to identify architectural
problems.

If one is interested in a high level fault architecture
of the system, it is desirable not to extract too much infor-
mation during phase 1, otherwise there is either too much
information to abstract, or the information becomes over-
whelming for large systems. In this regard, Krikhaar’s ap-
proach is particularly attractive [13]. The approach consists
of three steps:

1. Define and analyze the import relation (via #include
statements) between files[13]. Each file is assigned to
a subsystem (in effect creating a part-of relation).

2. Analyze the part-of hierarchy in more general terms
(such as clustering levels of subsystems).

3. Analyze use relations at the code level. Examples
include call-called by relationships, definition versus
use of global or shared variables, constants and struc-
tures. Krikhaar [13] also abstracts use relations to
higher levels of abstraction.

Within this general framework, there are many op-
tions to adapt it to a specific reverse architecting objec-
tive [5]. For example, the method proposed by Bowman

et al. [2] starts with identifying components as clusters of
files. Import relations between components are defined
through common authorship of files in the components
(ownership relation). Use relationships are defined as call-
called-by relationships (dependency relation) of functions
in components. Bowman et al. [2] also includes an evalu-
ation of how well ownership and dependency relationships
model the conceptual relationship.

Von Mayrhauser et al. [20] combine the concepts of
fault-prone analysis and reverse architecting to determine
and analyze the fault-architecture of software across re-
leases. The basic strategy to derive the fault architecture
uses defect cohesion measures for components and de-
fect coupling measures between components to assess how
fault-prone components and component relationships are.
These measures are used with thresholds to identify

e The most fault-prone components only (setting a
threshold based on the defect cohesion measure);

e The most fault-prone components relationships (set-
ting a threshold based on two defect coupling mea-
sures). Component relationships are fault-prone de-
pending on how often a defect repair involved changes
in files belonging to multiple components.

Stringfellow et al. [18] adapted the technique to highlight
both the nature and magnitude of the architectural problem.
Their approach distinguishes between single and multiple
file changes related to a defect repair. Stringfellow et al.
[18] also consider two reasons why a component can be
fault-prone with respect to relationships:

1. The defect coupling measure is high for a particular
pair of components.

2. None of the defect coupling measures is high, but
there are a large number of them (the sum of the defect
coupling measures are large).

Von Mayrhauser et al. [20] and Stringfellow et al. [18] pro-
duce a series of fault architecture diagrams, one for each re-
lease, and then aggregate them into a Cumulative Release
Diagram and show the components that occur in at least
one fault architecture diagram.

This paper proposes an adaptation based on the need
to represent change relationships between components and
the ability to focus on the most problematic parts of the
architecture. In this study, the data consists of RCS files
[19] from a large flight simulator. These files include the
date and time of each check-in, the name of the person
who made the change and the number of lines added and
deleted from the file. The component files are organized
into several directories with several subdirectories in these
directories, every directory except the home directory may
have code files in it. For the purposes of this paper, a com-
ponent is defined as a set of files located in the same direc-
tory. A component, however, does not include files in the
subdirectories found in its directory.



3 Approach

The approach to derive the change architecture from RCS
change data consists of the following steps:

e Extract desired data from logs in RCS source files.

e Putall related changes into groups using different time
intervals.

e Create change architectures by analyzing the number
of lines of code (LOCs) changed.

e Aggregate the change architecture diagrams for com-
parison of different time intervals.

As sources files are checked in and out of RCS, a log
is automatically inserted into the file. Each log in a file has
a unique number and includes the date, time, and author
of the change. A perl program traverses the application
system’s directory to search for the source files, open them,
and extract information from the logs.

In order to perform any meaningful analysis on that
data, all related changes must be put into the same group.
Two assumptions are made to determine which changes are
related. The first assumption is that all related changes are
made by the same programmer. Secondly, it is assumed
that related changes are checked in within a certain time
interval.

RCS also contains data on how many LOCs are added
and deleted in each change. This data is used in two ways:

e To rank the change-prone components, in terms of lo-
cal changes. The components with the highest number
of lines of code changed in its files are the most likely
to require changes. The change cohesion metric, for a
component C, is defined as follows:

Coh(C) = x4 FLOG (1)

where

n refers to the number of files in a component
FLOC; refersto the number of lines of code changed
for each of the n individual files in component, C.

e To rank the change-prone relationship of components.
The change coupling metric is defined, for a pair of
components Cj and Ck, as:

Coupling(Cj; Ck) = X{% GLOCi )

where

m refers to the number of groups of related changes,
where a group is a set of changes checked in to RCS
by the same author within a time interval, and

GLOC; refers to the number of lines of code changed
in each group of related changes that changed code in
both components, Cj and Ck, j # k.

Once the measures are collected, change architecture dia-
grams are created, showing the components and relation-
ships with the highest values, which are considered most
change-prone. As in [18], the thresholds are set at 10% of
the highest measures.

4 Results

The RCS history data in this study come from a large com-
mercial flight simulation system consisting of over 800
KLOC of C, C++, and microcode. The system has 59 com-
ponents, each of which consists of one to many files that
are logically related. Each RCS file includes data regard-
ing the number, date, time, and author of each change. In
addition, the number of lines of code deleted and added for
each change is available.

Changes that were checked into RCS within a given
time interval are part of the same group. This study uses
time intervals of 2 minutes and 30 minutes, respective to
group changes. Figure 1 shows the change architecture
diagram using a time interval of 2 minutes for grouping
changes. Nodes represent components that are change-
prone or in change-prone relationships. The diagram shows
components whose change cohesion measures are in the
top 10%, in terms of number of lines of code changed in
files within that component. The numbers in the node in-
dicate the number of lines of code changed. The diagrams
show components whose change coupling measures are in
approximately the top 10% of the relationships in terms of
number of lines of code changed. The numbers labeling the
edges indicate the number of lines of code changed in files
in the components with the change relationship.

Figure 2 shows the change architecture diagram using
a time interval of 30 minutes for grouping changes. It prob-
ably does not make sense to group changes too far apart,
as they are most likely not related to fixing one particular
problem.

Components S2/p, S3/s, S3/N/d, S3/w and S3/a are
in both change architecture diagrams. No matter which
time interval is used for grouping changes (2 or 30 min-
utes), these components are considered locally change-
prone. Component S3/N/r is present only in the 2 minute
diagram — it is change-prone, however, it is quickly modi-
fied.

The relationships between components S2/p and
S2/S, S2/p and S2/1, and S2/S and S2/1 exist in both the
change architecture diagrams. Note that S1 does not ap-
pear to be change-prone within 2 minutes, but there is a big
difference in the number of lines of code changed within
30 minutes.

It turns out the components with the highest num-
ber of relationships in the change architectures also have
the highest number of includes. That is probably because
changes are made to .h files and .cpp files most frequently.
The relationship between components S2/p and S2/1/1 has
a high change relationship measure, but does not have high
number of includes: This still makes sense because com-
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Figure 2. LOC Change Architecture Diagram using 30 minutes to group changes.

ponent S2/p deals with pages and component S2/1/1 deals
with labels, and labels appear on pages. Components S2/p
and S2/S have no includes between them, yet it has the
fourth highest change coupling measure. This relationship
requires further investigation.

There exists a triangular relationship between compo-
nents S2/p, S2/S and S2/I in the change architecture: Fur-
ther inspection of code reveals that both S2/p and S2/S
include 13 common .h files from S2/I. This is another
change-prone relationship on which software developers
might want to concentrate.

Comparison of change architectures that group
changes occurring within intervals of 2 minutes and 30
minutes indicates that in the most change-prone relation-
ships, 75-80% of code is changed within 2 minutes. While
fewer lines of code are changed in 30 minutes, some
changes take a longer time to check-in the change. The
relationship between components S3/s and S3/E is not
change-prone in the 2 minutes change architecture, but it
is in the 30 minute change architecture. The components
S3/s and S3/E do not include any files from each other.
Why would a programmer work on two components that
do not have any includes in between them? Inspection of
the relationship between components S3/s and S3/E reveals
that both include the same two files from S2/1. This trian-
gular relationship is not visible in the change architecture.

5 Conclusions

There are a few change-prone relationships between com-
ponents that do not include files from each other. Code
inspection revealed that in a couple of these relationships,
the components have files that include one or two .h files
from a third component. This might indicate some coupling
among different kinds of components, which software de-
velopers might want to investigate. The change architec-
tures also show us that most code changes, when grouped
by programmer and time, are quickly accomplished within
two minutes. The number of lines of code changed does
not increase dramatically when looking at changes grouped
within 30 minutes.

Further work will look at grouping changesin 5, 7, 10,
15 minutes intervals to determine whether change-prone
components and relationships are sensitive to the time in-
terval chosen. In addition, changes to code occur for sev-
eral reasons: corrective, adaptive and perfective mainte-
nance. The RCS history data in this case study contain logs
for each change indicating the reasons for the change. Fo-
cusing on components that are change-prone for corrective
reasons may be a better indicator of code decay.

Additional work is required to compare the change ar-
chitecture with other software architectures, such as those
derived using use relationships and fault architectures, sim-
ilar to [20, 18] to determine if similar architectures are cre-
ated using different types of data.
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