Chapter 7
Introduction to Control Theory
And Its Application to Computing Systems
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Chenyang Lu, and Xiaoyun Zhu

Abstract Feedback control is central to managing computing systemsdata
networks. Unfortunately, computing practitioners tyflicapproach the design of
feedback control in an ad hoc manner. Control theory pravaleystematic ap-
proach to designing feedback loops that are stable in tlest @lroid wild oscil-
lations, accurate in that they achieve objectives suchrgettaesponse times for
service level management, and settle quickly to their ststate values. This pa-
per provides an introduction to control theory for compgtpractitioners with an
emphasis on applications in the areas of database systahsiyme systems, virtu-
alized servers, and power management.

7.1 Introduction

Feedback control is central to managing computing systemsatworks. For ex-
ample, feedback (or closed loop systems) is employed t@aemhesponse time ob-
jectives by taking resource actions such as adjusting sdingdpriorities, memory
allocations, and network bandwidth allocations. Unfostiaty, computing practi-
tioners typically employ an ad hoc approach to the desigeediback control, often
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with undesirable results such as large oscillations or sldaptation to changes in
workloads.

In other mechanical, electrical, aeronautical and otheireering disciplines,
control theory is used to analyze and design feedback |@xgrol theory provides
a systematic approach to designing closed loop systemarhatable in that they
avoid wild oscillations, are accurate in that they achidwedesired outputs (e.g.,
response time objectives), and settle quickly to steady stues (e.g., to adjust to
workload dynamics). Recently, control theory has been irséfie design of many
aspects of computing. For example, in data networks cottiteolry has been applied
to flow control [18] and to the design of new versions of TCHAIP].

This paper provides an introduction to control theory fanpaiter scientists with
an emphasis on applications. Section 2 discusses key dsnaeg@ fundamental
results in control theory. Section 3 describes how conlrebty has been applied to
self-tuning memory management in IBM’s DB2 Universal DatsB Management
System. Section 4 addresses the use of model-predictivetondistributed real-
time systems. Section 5 discusses automated workload rearea in virtualized
data centers. Section 6 details the use of control theorynfomaging power and
performance in data centers. Our conclusions and reselatlernges are presented
in Section 7.

7.2 Control Theory Fundamentals

This section provides a brief overview of control theorydomputer scientists with
little background in the area. The focus is on key concepdsfamdamental results.
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Fig. 7.1 Block diagram of a feedback control system.
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Karl Astrom, one of the most prolific contributors to conttbéory, states that
the “magic of feedback” is that it can create a system thdbpas well from com-
ponents that perform poorly [2]. This is achieved by addimga element, the con-
troller, that dynamically adjusts the behavior of one or enother elements based
on the measured outputs of the system. We use the term tgsgensto refer to the
elements that are manipulated by one or more controllerstigeze desired outputs.
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The elements of a closed loop system are depicted in FigdreBelow, we

describe these elements and the information, or signaisflthw between elements.
Throughout, time is discrete and is denotedkb$ignals are a functional of time.

The reference input(k) is the desired value of the measured output (or trans-
formations of them), such as CPU utilization. For examp(k) might be 66%.
Sometimes, the reference inputis referred to as the demitpdit or the set point.
The control erroe(k) is the difference between the reference input and the mea-
sured output.

The control inputu(k) is the setting of one or more parameters that manipulate
the behavior of the target system(s) and can be adjustedrdgaty.

The controller determines the setting of the control inpegaed to achieve the
reference input. The controller computes values of therobimput based on
current and past values of control error.

The disturbance input(k) is any change that affects the way in which the control
input influences the measured output (e.g., running a vaas er a backup).

The measured outpytk) is a measurable characteristic of the target system such
as CPU utilization and response time.

The noise inpun(k) changes the measured output produced by the target system.
This is also called sensor noise or measurement noise.

The transducer transforms the measured output so that heaompared with

the reference input (e.g., smoothing stochastics of theubut

In general, there may be multiple instances of any of the aletements. For ex-
ample, in clustered systems, there may be multiple loachbala (controllers) that
regulate the loads on multiple servers (target systems).

To illustrate the foregoing, consider a cluster of three émaWeb Servers. The

Administrator may want these systems to run at no greater@b&o utilization so
that if any one of them fails, the other two can absorb the fatie failed server.
Here, the measured output is CPU utilization. The contrplinis the maximum
number of connections that the server permits as specifietidoybxCl i ent s
parameter. This parameter can be manipulated to adjust @Riation. Examples
of disturbances are changes in arrival rates and shiftseinyie of requests (e.g.,
from static to dynamic pages). Control theory providesgiegechniques for deter-
mining the values of parameters suchivax Cl i ent s so that the resulting system
is stable and settles quickly in response to disturbances.

Controllers are designed for some intended purpose or aooitjective. The

most common objectives are:

regulatory control: Ensure that the measured output is equal to (or near) the
reference input. For example, in a cluster of three web sgrnithe reference
input might be that the utilization of a web server should t@ntained at 66%

to handle fail-over. If we add a fourth web server to the @gshen we may want

to change the reference input from 66% to 75%.

disturbance rejection: Ensure that disturbances acting on the system do not
significantly affect the measured output. For example, wadackup or virus
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scan is run on a web server, the overall utilization of théesysis maintained
at 66%. This differs from regulator control in that we focus @hanges to the
disturbance input, not to the reference input.

e optimization: Obtain the “best” value of the measured output, such asnipti
ing the setting oaxC i ent s in the Apache HTTP Server so as to minimize
response times. Here, there is no reference input.

There are several properties of feedback control systeatshould be consid-
ered when comparing controllers for computing systems.doice of metrics is
drawn from experience with commercial information teclugyl systems. Other
properties may be of interest in different settings. Fomepie, [21] discusses prop-
erties of interest for control of real-time systems.

Below, we motivate and present the main ideas of the pragsectnsidered.

e Asystemis said to bstableif for any bounded input, the output is also bounded.
Stability is typically the first property considered in dgsing control systems
since unstable systems cannot be used for mission critimad. w

e The control system isccurateif the measured output converges (or becomes
sufficiently close) to the reference input in the case of laguy control and
disturbance rejection, or the measured output convergémtoptimal value in
the case of an optimization objective. Accurate systemgssgential to ensuring
that control objectives are met, such as differentiatingvben gold and silver
classes of service and ensuring that throughput is maxdwizihout exceeding
response time constraints. Typically, we do not quantifyuaacy. Rather, we
measure inaccuracy. For a system in steady state, its irexcwrsteady state
error is the steady state value of the control egh).

e The system hashort settling timesf it converges quickly to its steady state
value. Short settling times are particularly importantd@turbance rejection in
the presence of time-varying workloads so that convergenobtained before
the workload changes.

e The system should achieve its objectives in a mannerdbas not overshoot
The motivation here is that overshoot typically leads toamtoot and hence to
increased variability in the measured output.

Much of our application of control theory is based on the prtips of stability,
accuracy, settling time, and overshoot. We refer to theskeSASO properties.

To elaborate on the SASO properties, we consider what dotestia stable sys-
tem. For computing systems, we want the output of feedbackalato converge,
although it may not be constant due to the stochastic nafutteecsystem. To re-
fine this further, computing systems have operating regfpes combinations of
workloads and configuration settings) in which they perfacoeptably and other
operating regions in which they do not. Thus, in general, &ferrto the stability of
a system within an operating region. Clearly, if a systemoisstable, its utility is
severely limited. In particular, the system’s responsesiwill be large and highly
variable, a situation that can make the system unusable.
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Fig. 7.2 Response of a stable system to a step change in the referguteAt timed, the reference
input changes frorf to 2. The system reaches steady state when its output alwayti@sen the
light weight dashed lines. Depicted are the steady stat® €esg), settling time (k), and maximum
overshoot (M).

If the feedback system is stable, then it makes sense todwmrisie remaining
SASO properties—accuracy, settling time, and overshdwd.veertical lines in Fig-
ure 7.2 plot the measured output of a stable feedback systérally, the (normal-
ized) reference input is 0. At time 0, the reference inputianged tass= 2. The
system responds and its measured output eventually cas/rgss = 3, as indi-
cated by the heavy dashed line. The steady state@gisr—1, whereess= rss— Yss
The settling time of the systeRs is the time from the change in input to when the
measured outputis sufficiently close to its new steady stdte (as indicated by the
light dashed lines). In the figurks = 9. The maximum overshoM; is the (normal-
ized) maximum amount by which the measured output exceesteidy state value.
In the figure, the maximum value of the output i93and sq1+ M;)yss= 3.95, or
M, = 32%.

The properties of feedback systems are used in two ways. fBhésffor analysis
to assess the SASO properties of a system. The second isigs dbgctives. For
the latter, we construct the feedback system to have addeptalues of steady
state error, settling time, and maximum overshoot. Moraitiedn applying control
theory to computing systems can be found in [16].

Target System
| Notes Notes |
Controller Server Sensor

R Y
@ K 0.47 0.172-011 1Y@
z-1| | [z-0.43 z-0.64 |

Fig. 7.3 Block diagram of a feedback system to control RPCs in Sysiethd IBM Lotus Notes
Domino Server.

We describe the essentials of control design using the IBMid. Bomino Server
in [26]. The feedback loop is depicted in Figure 7.3. It cetsbf the Controller,
the Notes Server, and the Notes Sensor. The control olgastregulation, which is
motivated by administrators who manage the reliability ofé$ Servers by regulat-
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ing the number of remote procedure calls (RPCs) in the seftés quantity, which
we denote byRIS roughly corresponds to the numberaaftive usergthose with
requests outstanding at the server). Administrators eghasetting foRISthat bal-
ances the competing goals of maximizing throughput by hgahigh concurrency
levels with maximizing server reliability by reducing sentoads.

RISis measured by periodically reading a server log file, whiercadl the Notes
Sensor. Regulation is accomplished by usingbgUser s tuning parameter that
controls the number afonnected userd he correspondence betweldax User s
andRISchanges over time, which means thatx User s must be updated almost
continuously to achieve the control objective. The comgrchutomatically deter-
mines the value olVaxUser s based on the objective f&RIS and the measured
value ofRISobtained from the Notes Sensor.

Our starting point is to model holvax User s affectsRISas output by the Notes
Server. We use(k) to denote thé-th of MaxUser s, andy(k) to denote the-th
value of RIS. (Actuallyu(k) andy(k) are offsets from a desired operating point.)
We construct an empirical model that relaygk) to u(k) by applying least squares
regression to data obtained from off-line experiments. §Eical models can also
be constructed in real time using on-line data.) The resyimnodel is

y(K) = 0.43y(k— 1) + 0.47u(k— 1) (7.1)

To better facilitate control analysis, Equation (7.1) i ipto the form of a trans-
fer function, which is a Z-transform representation of Hdax User s affectsRIS
Z-transforms provide a compact representation for timgiagrfunctions, where
represents a time shift operation. The transfer functiodBafation (7.1) is

,_ 047
( ~z-043

Note that the equation fdB(z) appears in the box in Figure 7.3 that corresponds to
the Notes Server sind8(z) describes the essential control properties of the server.
The poles of a transfer function are the valueg fidfr which the denominator is 0.

It turns out that the poles determine the stability of theteays and poles largely
determine settling times as well(z) has one pole, which is.83. The effect of
this pole on settling time is clear if we solve the recurreimcEquation (7.1). The
resulting expression for(k) has terms with @3¢,0.43<1,.... Thus, if the absolute
value of the pole is greater than one, the system is unstabtethe closer the pole

is to 0, the shorter the settling time. A pole that is negafremaginary) indicates

an oscillatory response.

The transfer function of a system provides another quanfitynterest—steady
state gain. Steady state gain quantifies how a change in pl &ffects the out-
put, a critical consideration in assessing control acgurBtis can be calculated by
evaluatingG(z) atz= 1. A steady state gain of 1 means that the output is equal to
the input at steady state.

With this background, we outline how to do control design.Wét to construct
a controller for the system in Figure 7.3 that results in setbloop system that
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is stable, accurate, and has short settling times. Firserok that the closed loop
system itself has a transfer function that relates the eefss input to the measured
output. We denote this transfer function Byz). Translating the design objectives
into properties of-(z), we want the poles df (z) to be close to 0 (which achieves
both stability and short settling times), and we wért)'s steady state gain to be
1 (which ensures accuracy since the measured output wilijbal ¢o the reference

input). These objectives are achieved by choosing the Gghtroller.

We proceed as follows. First, we construct a transfer fom{(z) for the Notes
Sensor in the same way as was done with the Notes Server. Mexthoose a
parameterized controller. We use an integral controll@ictvprovides incremental
adjustments invaxUser s. Specifically,u(k+ 1) = u(k) + K, e(k), and its transfer
function isK(z) = ZZTK‘l With these two transfer functions, it is straight forwaod t
construct(z) [16]. It turns out that an integral controller guarantees Fz) has
a steady state gain of 1. Thus, the control design reducesomsingK, such that
the poles of(z) are close to 0.

The theory discussed so far addresses linear, time-imtadaterministic (LTI)
systems with a single input (e.¢¢axUser s ) and a single output (e.g., RIS). There
are many extensions to LTI theory. Adaptive control (e 4]), provides a way to au-
tomatically adapt the controller in response to changekertarget system and/or
workloads. Stochastic control (e.qg., [3]) is a framewonkdoing beyond determin-
istic systems. State space and hybrid systems (e.g., [P&#)de a way to address
multiple inputs and multiple outputs as well as complex phasanges. Non-linear
control provides a way to address complex relationshipsdsen inputs and out-
puts [29].

7.3 Application to Self-Tuning Memory Management of A
Database System

This section describes a feedback control approach thag\ashthe optimization
objective. We study such an approach in the context of memmagagement in
IBM’s DB2 Universal Database Management System. The fegdbtantroller man-
ages memory allocation in real time to respond to workloadhtian and minimize
system response time.

Figure 7.4 shows the architecture and system operationdatbéase server that
works with multiple memory pools. The database clientsradewith the database
server through the database agents which are computingsterthat coordinate
access to the data stored in the database. Since disk exeessauch slower rel-
ative to main memory accesses, database systems use memtgy@cache disk
pages so as to reduce the number and time of disk input/oopguations needed.
The in-memory data are organized in several pools, whicldedécated for differ-
ent purposes and can be of different types and charaatsrigig., buffer pools,
package cache, sort memory, lock list).
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Fig. 7.4 Architecture of database memory management.

The management of these pools, especially in terms of detemgntheir opti-

mal sizes, is a key factor in tuning and determining datalgseem performance.
However, several challenges are associated with selfigumemory management.

Interconnection: In the database memory management pnobite total size of
all memory pools is fixed. Increasing the size of one pool ss&ely means de-
creasing the size of another. Although memory pool sizesimse can drastically
reduce its response time to access disk data (since thereigher probability
that a copy of the data is cached in memory), its impact toratiemory pools
need to be considered as well.

Heterogeneity: Buffer pools that store data pages or indegrep exhibit different
data access patterns. Furthermore, besides saving thanéQa larger size of
memory pool can also lower the CPU time. For example, a lasggrmemory
increases the width of a merge tournament tree and redueesithber of merge
passes so that the time spent in performing tournament noargée reduced.
These dissimilar usage characteristics make memory paxte ioffs difficult.
Adaptation and robustness: Each customer has its uniqabaks configuration,
a self-tuning memory controller is required to work out af tiox without on-site
adjustment. The controller is also required to automayicdjust itself in real
time in response to database workload variation. On the b#red, robustness is
of great concern to database administrators. Furtherrfare,database server,
oscillations in the size of buffer pools is highly undesleabecause it reduces
throughput as a result of increased 1/O rates to write diatygs and to read new
data.

Cost of control: Care must be taken not to change memory poolgequently
since excessive adjustments introduce substantial ngsizierheads that can de-
crease throughput and increase response time.

We start controller design from identifying the three kegnsils in a feedback

control system: control input, measured output, and refarénput (as depicted in
Figure 7.1). The control inputyi(k),i = 1,2,...,N, consists of the sizes of al
memory pools subject to self-tuning.
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Although we could use system throughput or response timeessuned out-
put, they are not proper choices, because they can be affiecteonly by memory
allocation but by many other factors (e.g., indexes andygpkms) and their cor-
responding controllers (e.g., index advisor, query ofén). Since the direct effect
of having memory pools is to reduce the disk access time (d&fd Gomputation
time), we only focus on the saved response time in this s&peifically, we de-
fine measured outpuy;(k), as the response time reduction caused by memory size
increase. We refer to this as thresponse time bene(r simply benefi}, which is
also known as the marginal gain. We measure benefit in ungsadnds per page.

The response time benefit is measured dynamically by a deiaor. This
sensor uses a “ghost buffer” that estimates the reductialisk 1/Os for a buffer
pool if the the size of that buffer pool had been larger. Tispoase time benefit is
calculated as the saved disk access time divided by the &ibe ghost buffer.

For the database memory problem, the control objectivetisnigation. Specifi-
cally, this is a constrained optimization problem wheredhgctive is to maximize
the total saved response time subject to the constrainedbtial available memory
(9] [11].

We introduce some notation. The scalar performance fumgtio

J=f(ug,up,...,un) (7.2)

The scalar equality constraint on total memory is:

N
g(ug,Up,...,uN) = Zui -U=0 (7.3)
i=

Further, there may b scalar inequality constraints imposed on the memory pools:
hi(u) =ui—y >0 (7.4)

wherey; is the minimum size for memory poaol

Note that for each memory pool, saved response time is isicrgén memory
size, and saved response time becomes saturated when thegroory is large
enough to hold the entire data block (so that there is no éurit® involved and
no additional time can be saved). We assume the relatiobsitnpeen the pool size
u; and saved response timeis approximated by; = a;(1 — e %), We further as-
sume that the interactions between memory pools are nielglign that the objective
function is separable and convex. This gies: TN ;% = TN, & (1 — e ®Y%) and
its partial derivative (i.e., measured outputyiis= g—l; = g—a = ajbje i,

According to the first order Karush-Kuhn-Tucker (KKT) nesay conditions,
we define the Lagrange function &s= f(uy,Up,...,un) +Ag(ug, Uy, ..., UN) +
ZiNzl 1" hi(u), which adjoins the original performance function and thestaints
using the Lagrange multipliers and ;. The KKT necessary conditions for a so-
lution u = [ug, Uy, ...,un] to be locally optimal are that the constraints are satisfied,
i.e.,g(u) =0 andh(u) = [hy(u1),h2(up),...,hn(un)] > 0, and there exist Lagrange
multipliers A and 1 such that the gradient of the Lagrangian vanishes. That is,
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g—bi = jj—Ji +_)\ g—& + _zj-\':l H;j Z—E =Yi+ A+ =0. F_urj[herrnoreui satisfies the com-
plementarity condition ofiih; = 0 with p; > 0. This implies that when the memory
allocation is optimal and pool sizes are not at the boundattie measured outputs
of memory pool are equali(= —A, andy; = 0 sinceh; > 0). In the case that the
memory allocation is optimal when some pool sizes are atthmtharies, the mea-
sured output from these memory pool may be smaller=(—A — i, andy; > 0
sinceh; = 0). Sincef is a convex function, the optimal solution is unique in tHnes t
local optimum is also the global optimum.

We design a multiple-input multiple-output (MIMO) feedlkacontroller to
equalize the measured output. Such an approach allows uglkoitevell estab-
lished techniques for handling dynamics and disturbarftesi(changes in work-
loads) and to incorporate the cost of control (throughpdtuections due to load
imbalance and resource resizing) into the design. The fgdbontrol system is
defined as follows (where matrices are denoted by boldfapergpse letters and
vectors by boldface lowercase):

y(k+1) = Ay(k) +B (u(k) +d' (k) (7.5)
1 O

e(k) = (NlN,N - |> (vl +0°00) (7.6)

e((k+1) =e(k) +ek) (7.7)

u(k) = Kpe(k) +K;e (k) (7.8)

The first equation represents a state space model [14], whilocal linear ap-
proximation of the concave memory-benefit relationshiphéligh most computing
systems are inherently non linear, from the local point efwia linear approxima-
tion can be effective and rational, especially when conmgidehe existence of sys-
tem noise and the ability of on line model adaptation. Whel vectory(k) denotes
the measured output (i.e., response time benefit)Nthel vectoru(k) represents
the control input (i.e., memory pool size), and e 1 vectord' (k) indicates possi-
ble disturbances applied on the control inputs (e.g., adjeists made to enforce the
equality and inequality resource constraints). Te N matricesA andB contain
state space model parameters that can be obtained from redakia and system
identification [20].

1---0
Equation (7.6) specifies tiéx 1 control error vectoe(k), wherel = | :
0---1
1..-1
andlnn = | : : | areN x N matrices. TheN x 1 vectordo(k) indicates pos-
1..-1

sible disturbances applied on the measured outputs (eeg.sumement noises that
are not characterized by the deterministic model). Imgiiech this equation is that
we define the average measured ouggk = & 3, yi(k) as the control reference
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for all measured outputs, and théh control error (k) = y(K) — yi (k). Note that in
contrast to having a static value or external signal as teearce input, we specify
the reference as a linear transformation of the measureaitsufThe control objec-
tive is to makeg (k) = 0, that is, equalizing the measured outputs (yi¢k) = y; (k)
for anyi andj) so as to maximize the total saved response time.

The dynamic state feedback control law is defined in Equaffo8), and the
integral control erroe (k) is theN x 1 vector representing the sum of the control
errors as defined in Equation (7.7). TNex N matricesKp andK, are controller
parameters to be chosen (through controller design) inrdodgtabilize the closed
loop system and achieve the SASO performance criteriadeggconvergence and
settling time.

We design the controller and choose the control parameteasanay that con-
siders the cost of control-both the cost of transient menmoibyalances and the
cost of changes in memory allocations [10]. Reducing menibalance gener-
ally indicates an aggressive control strategy with shdttisg time of moving the
memory from imbalance to balance. However, too aggressimgal can also lead
to overreacting to random fluctuations and thus incurs it cost of allocation
changes.

We handle this trade-off by exploiting optimal linear quaditr regulator (LQR)
control [15]. LQR chooses control parameters that minirtizequadratic cost func-
tion

= S T
J—k;[eT(k) a'(k]Q [a(k)] +u(k) "Ru(k) (7.9)

over an infinite time horizon as well as satisfy the dynamieSngd in Equation
(7.5)-(7.8). The cost function includes the control e ande (k), and the con-
trol inputu(k). The former is related to the cost of transient resource lamzas,
and the latter the cost of changing resource allocationsmidtrices) andR deter-
mine the trade-off. Intuitively, i is large compared tR, the controller will make
big changes in resource allocations and hence can rea&lyjtoaisturbances. On
the other hand, iR is large compared tQ, the controller is much more conservative
since there is a high cost for changing resource allocations

With Q andR defined, the control parameté¢s andK, can be computed in the
usual way by solving the Riccati equation [4]. Hence, theticiier design problem
is to select the proper weighting matric@indR which quantify the cost of control.
We achieve this by developing a cost model, regarding to #ropmance impact
of control, and constructin@ andR in a systematic way [10].

Although the cost model and LQR framework provides a systiemay to study
the cost of control, it is more appropriate to be used of-fior analyzing the tar-
get system and designing the controller prior to operaftamther simplification is
needed to facilitate real time adaptation when the workleashknown in advance
and can change overtime. This also helps to manage a largé setmory pools
where the number of pools is varying.

This simplification is achieved using a distributed contnadhitecture and adap-
tive pole placement techniques. The model is built and therotier is designed
locally for each individual memory pool; the only connectibetween different
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pools is the control reference signal-the average measwipdit. Specifically, a
single-input single-output (SISO) model

yi(k+1) = bi(k)ui(k) (7.10)

is built on line for tha-th memaory pool. This is equivalent to haviAg= 0 andB =
diag([by,...,by]) in Equation (7.5), while the disturbance ted{k) is enlarged to
include the modeling uncertainty. Having a set of SISO medwhplifies the model
structure and parameter, so that on line modeling techrigueh as recursive least
squares can be effectively applied with less computatiooaplexity [20].

The controller is also built individually

Ui(k+ 1) = ui (K) - b. < ORE Zyj ) (7.11)
The controller takes the format of integral control, a siifigation from Equation
(7.8) by settingkKp = 0 andK, = diag([bll’( . ,blN(p)]) The control parameter

ﬁ is designed through adaptive pole placement so that it wilabapted when
different model parameté; (k) is estimated on line.

With reasonable simplifications, a distributed architeztonakes the controller
agile to workload and resource variations, and increaslitgstness regarding to
measurement uncertainties and maybe uneven control agefvor example, al-
though in general for a database server the system dynamigsiat be negligible
(i.e., an increase of buffer pool size may not immediatebuitein response time
benefit decrease, as time is needed to fill up the added bpfeey and the cross
memory pool impact does exist (i.e., an increase of sort mgmidl not only bring
down the benefit for sort memory but also that for the buffeslploat stores tempo-
rary sort spill pages), our experimental results confirmatetrol performance of
this distributed controller.

Figure 7.5 evaluates the performance of the feedback dartemder an on line
transaction processing (OLTP) workload. The OLTP workloadsists of a large
number of concurrent requests, each of which has very moegsstirce demands;
we use 20 buffer pools to contain data and index for the datakables and 50
database clients to generate the load. Figure 7.5(a) shewkrioughput (measured
in transactions per unit time) that indicates the perforoeampact of buffer pool
re-sizings. Figure 7.5(b) and (c) display the memory aliocs and response time
benefits for the controlled buffer pools (as indicated by 20esolid lines in the
plot). Initially, the database memory is not properly adlted: most of the memory
has been allocated to one buffer pool, while the other byfterls are set at the
minimum size. The controller adjusts the size of buffer gaa as to equalize the
response time benefits of the pools. We see that even foratamgber of memory
pools the controller converges in approximately 80 intesrvaurther, our studies in
[10] show that the controller’s actions increases througly a factor of three.
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Fig. 7.5 Control performance under an OLTP workload.

7.4 Application to CPU Utilization Control in Distributed
Real-Time Embedded Systems

Distributed real-time embedded (DRE) systems must cotiteICPU utilization
of multiple processors to prevent overload and meet deasliim face of fluctuat-
ing workload. We present thend-to-end Utilization CONtrol (EUCONjlgorithm
that controls the CPU utilization of all processors in a DREtem by dynamically
adjusting the invocation rates of periodic tasks. A DRE exysts comprised ofn
end-to-end periodic taskgi|1 < i < m} executing om processor§R|1 <i < n}.
TaskT; is composed of a chain of subtasKg;|1 < j < n;} running on multiple
processors. The execution of a subtéigks triggered by the completion of its pre-
decessoiT; j_1. Hence all the subtasks of a task are invoked at a same rate. Fo
example, on a Real-Time CORBA middleware a task may be imphted as a
sequence of remote operation requests to distributed tshj@bere each remote
operation request corresponds to a subtask. Each subjdasks anestimatecexe-
cution timec;; known at deployment time. However, thetualexecution time of a
subtask may differ frong;; and vary at run time. The rate @f can be dynamically
adjusted within a rangfRmini, Rmaxi]- A task running at a higher rate contributes
higher utility at the cost of higher CPU utilization. For exple, both video stream-
ing and digital control applications usually deliver befierformance when running
at higher rates.

As shown in Figure 7.6, EUCON is composed of a centralzmutroller, and a
utilization monitorand arate modulatoion each processor. A separate TCP connec-
tion connects the controller with the pair of utilization nitwr and rate modulator
on each processor. The user inputs to the controller in¢helatilization set points,
B = [B;...Bn]", which specify the desired CPU utilization of each procesasod
the rate constraints of each task. Theasured outpus the CPU utilization of all
processorsy(k) = [u(K)...un(K)]". Thecontrol inputis the change to task rates
Ar(K) = [Ary(K)... Arm(K)]T, whereAri(k) =ri(k) —ri(k—1) (1<i <m). The
goal of EUCON is to regulate the CPU utilizations of all presers so that they re-
main close to their respective set points by adjusting thlert@tes, despite variations
in task execution times at run time.



198 T Abdelzaher, Y Diao, JL Hellerstein, C Lu, X Zhu

Measured ul(k)
Output :

K Distributed System
u, (k) (mtasks, n processors)

T 1
1 1
Utilization UM
Monitor

®
@
Rate
Modulator RM RM

L) T

E-.

YY)

Model
Predictive
Controller

Runa Rowcs

5
B

Ruinm Ruaxm

N

A, (k)

— Feedback Loop

Control
Input

-------------- » Precedence Constraints
@ Subtask

Arm. (k)

Fig. 7.6 The feedback control loop of EUCON.

DRE systems pose several challenges to utilization carfndt, the utilization
control problem isnulti-input-multi-output (MIMO)n that the system needs to reg-
ulate the CPU utilization of multiple processors by adjpgtihe rates of multiple
tasks. More importantly, the CPU utilization of differermbpessors igoupledto
each other due to the correlation among subtasks belongiagsame task,e.,
changing the rate of a task will affect the utilization ofthké processors hosting its
subtasks because they must execute at the same rates.craénefCPU utilization
of different processors cannot be controlled indepengémtin each other. Finally,
the control is subject tactuator constraintas the rate of a task must remain with
an application-specific range.

To deal with inter-processor coupling and rate constraifitklCON adoptdlodel
Predictive Control (MPC])23], an advanced control technique used extensively in
industrial process control. Its major advantage is thatrtd@eal with coupled MIMO
control problems with constraints on the actuators. Théchdsa of MPC is to
optimize an appropriate cost function defined over a timerirat in the future. The
controller employs a model of the system which is used toiptede behavior
over P sampling periods called thgrediction horizon The control objective is to
select annput trajectoryto minimize the cost subject to the actuator constraints.
An input trajectory includes the control inputs in the foliog M sampling periods,
Ar(K), Ar(k+1]k), ... Ar(k+M—1|k), whereM is called thecontrol horizon The
notation Ar (k + 1|k) means thatAr(k+ 1) depends on the conditions at tirke
Once the input trajectory is computed, only the first elenjént(k)) is applied as
the control input to the system. In the next step, the prididtorizon slides one
sampling period and the input trajectory is computed agasetl on the measured
output(u(k)).

Before designing the controller for EUCON, we derive a dyitamodel that
characterizes the relationship between the control idputk) and the measured
outputu(k). First, we model the utilization; (k) of one processoR. Let Arj(k)
denote the change to the task rate;,j (k) =rj(k) —rj(k—1). We define theesti-
mated change to utilization\b; (k), as:
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Abi(K) = Tzs cji A (K) (7.12)
e

where§ represents the set of subtasks located at proc8sdvote Ab; (k) is based
on theestimatedexecution time. Since thactualexecution times may differ from
their estimation, we model the utilizatian(k) as:

Ui (K) = ui(k— 1)+ giAby (k— 1) (7.13)

where theutilization gain g represents the ratio between the change tattieal
utilization and the estimated changd(k— 1). For exampleg; = 2 means that the
actual change to utilization is twice of the estimated cleaipte that the value of
gi is unknown a prioridue to the uncertainty of subtasks’ execution times. A syste
with m processors is described by the following MIMO model:

u(k) =u(k— 1)+ GAb(k—1) (7.14)

whereAb(k—1) is a vector including the estimated change to the utilizetibeach
processor, an is a diagonal matrix wherg; = gi(1 <i < n) andgi; = 0(i # ).
The relationship between the changes to the utilizatiodgfam changes to the task
rates is characterized as follows:

Ab(K) = FAr(K) (7.15)

where thesubtask allocation matrix=, is ann x m-order matrix.fjj = c; if sub-
taskT; (thel™ subtask of tasK;j) is allocated to processprandfjj = 0 if no subtask
of taskT; is allocated to processorNote thatF captures the inter-processor cou-
pling caused by end-to-end tasks. Equations (7.14-7.¢B)tge dynamic model of
a distributed system withntasks and processors.

Based on the system model, we now design the controller.dretid of every
sampling period, the controller computes the control infutk) that minimizes
the following cost function under the rate constraints:

V (k) = _iu u(k+i[k) — ref(k+i[k) |2+Mzol| Ar(K+i[k) = Ar(k+i—1]k) |2

(7.16)
whereP is theprediction horizonandM is thecontrol horizon The first term in the
cost function represents thracking error, i.e., the difference between the utilization
vectoru(k+ilk) and areference trajectoryef(k+i|k). The reference trajectory de-
fines an ideal trajectory along which the utilization veaitk+i|k) should change
from the current utilizatiom (k) to the utilization set pointB. Our controller is de-
signed to track the following exponential reference trijgceso that the closed-loop
system behaves like a linear system:

Ts

ref(k+ilk) =B—e T (B—u(k)) (7.17)
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whereTe¢ is the time constant that specifies the speed of system respaismaller
Tet causes the system to converge faster to the set point. Bymizing the tracking
error, the closed loop system will converge to the utilizatset point if the system
is stable. The second term in the cost function (7.16) remtsghecontrol penalty
which causes the controller to reduce the changes to theotamiut.

The controller minimizes the cost function (7.16) underrtte constraints based
on an approximate system model. This constrained optimizgroblem can be
transformed to a standard constrairledst-squaregproblem. The controller can
then use a standalelast-squaresolver to solve this problem on-line [22].

Note that the system model described in (7.14) and (7.15%)atde used directly
by the controller because the system ga&inare unknown. The controller assumes
G =1in(7.14),i.e, the actual utilization is the same as the estimation. Algicthis
approximate model may behave differently from the realesysias proven in [22],
the closed loop system can maintain stability and track thigation set points as
long as the actudb remains within a certain range. Furthermore, this rangebean
established using stability analysis of the closed-loctesy.

EUCON has been implemented in FC-ORB [31], a distributeddfeidare for
DRE systems. We now summarize the representative expemimesults presented
in [31]. All tasks run on a Linux cluster composed of four Remi-I\V machines.
The EUCON controller is located on another Pentium-IV maehirhe workload
comprises 12 tasks with a total of 25 subtasks. In the firstem@nt shown in Fig-
ure 7.7(a), the average execution times of all subtasksgehsimultaneously. The
execution times of all subtasks increase by 50% at 600 ssc&WCON responds
to the overload by reducing task rates, which causes theaitiin of every proces-
sor to converge to its set point within 100 seconds (25 samgpleriods). At 1000
seconds, the utilization of every processor drops shamsiytd 56% decrease in the
execution times of all subtasks. EUCON increases task vatéghe utilizations re-
converge to their set points. In the second experiment showigure 7.7(b), only
the average execution times of the subtasks on one of thegsors experience the
same variations as in the first run, while all the other sidstazaintain the same av-
erage execution times. As shown in Figure 7.7(b) the utibneof every processor
converges to its set point after the variation of executioes at 600 seconds and
1000 seconds, respectively. These results demonstrate ti2ON can effectively
control the utilization of multiple processors under vagyexecution times, while
handling inter-processor coupling and rate constraints.
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Fig. 7.7 The CPU utilization of all the processors in a Linux clustéren subtask execution times
change on all four processors (top figure) and only one psocdbottom figure)

7.5 Application to Automated Workload Management in
Virtualized Data Centers

7.5.1 Introduction

Data centers today play a major role in providing on-demammputing to en-
terprise applications supporting key business process@sding supply chain, e-
commerce, payroll, customer relationship managemeniTagse applications typ-
ically employ a multi-tier architecture where distinct cpoments of a single appli-
cation, e.g., the web tier, the application tier, and thease tier, spread across
multiple servers. In recent years, there has been wide mahoptt server virtualiza-
tion in data centers due to its potential to reduce both étfuzture and operational
costs. Figure 7.8 shows an example scenario where multiplé-tier applications
share a common pool of physical servers. Each physicaliseswéains multiple vir-
tual containers, and each virtual container hosts a specifigponent of a multi-tier
application. Here a “virtual container” can be a hypervibased virtual machine
(e.g., VMware, Xen), an operating system level containgy.(€OpenVZ, Linux
VServer), or aworkload group (e.g., HP Global Workload MgaralBM Enterprise
Workload Manager). Although the grouping of applicaticersican be arbitrary in
general, we specifically consider the case where the samsefitten different ap-
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plications are hosted on the same physical server. This ararmon scenario for
shared hosting environments for potential savings in soiicensing costs.

Virtualized Virtualized Virtualized
Server 1 Server 2 Server 3
Client 1 A A A
! App 1 ] &> || Appl L App 1
QoS Sensor|1l § Tier 1 Tier 2 s Tier 3 s

| App2 LA App2 LA
Client 2 . ;1 App 2 PP PP
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Fig. 7.8 A virtualized server pool hosting multiple multi-tier apgations

When multiple enterprise applications share a common strinature, meeting
application-level QoS goals becomes a challenge for dateceperators due to the
time-varying nature of typical enterprise workloads, anel tomplex interactions
among individual tiers of the hosted applications. Exgtimorkload management
tools for UNIX systems or mainframes typically allow indivial virtual containers
to be dynamically sized in order to maintain a specified lefeésource utilization.
However, these tools can neither manage other types ofioenéesuch as virtual
machines, nor provide direct guarantees for applicattmet|QoS. In the past few
years, there has been work in applying control theory to #&gh of automated
workload management solutions that fill these gaps [34, 3R] [34], QoS-driven
workload management was presented using a nested feedirateller, where the
inner loop regulates the CPU utilization of a virtual contiand the outer loop
maintains the application-level response time at its tatgg32], a predictive con-
troller was developed to allocate CPU resource to a virtoatainer proactively by
exploiting repeatable patterns in an application’s resediemands. This controller
has been tested for managing Xen virtual machines, and atigariof it has been
integrated into the latest release of the HP Global WorkMadager [8].

The work in [19] deals with the scenario where some virtizervers are
overloadedThis means, the aggregate demand from all the applicatioyponents
sharing a server exceeds its total capacity. In this casg@dtformance of all the ap-
plications may suffer. This is undesirable because fattingeet the QoS goals may
have different consequences for different applicatioapethding on their respective
service level agreements (SLAS). Therefore, it is desérédn a workload manage-
ment solution to also provide service differentiation agan-hosted applications
in order to maximize the overall business value generatatidse applications.
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7.5.2 Problem statement

Consider the system in Figure 7.8, whéteN = 3) virtualized servers are used
to hostM 3-tier applications. When one or more of the virtualized/ses become
overloaded, the workload managementtool needs to dynéiyradiacate the shared
server resources to individual tiers of theapplications in a coordinated fashion
such that a specified level of QoS differentiation can be taaied. Next, we de-
scribe how this problem can be cast into a feedback contotllem. For simplicity,
we assume that only a single resource on a server (e.g., CRYbetome a bottle-
neck. The approach described here can be generalized teehanliple resource
bottlenecks.

Each virtual container has an actuator (box “A” in Figure) &8sociated with it,
which can allocate a certain percentage of the shared serseurce to the appli-
cation component running in the container. This is refeteeds “resource entitle-
ment.” At the beginning of each control intendalthecontrol inputu(k) is fed into
the actuators, wheng j (k) denotes the resource entitlement for fi@f application
i during intervalk. Sincez{\il uij=1,1<j <N, there are a total afM —1) x N
such independent variables. Hengg) is an(M — 1) x N-dimensional vector.

Each application has a QoS sensor (see Figure 7.8) that resasame end-to-
end performance (e.g., mean response time, throughpung &rid of each control
interval. Letqi(k) denote the QoS measurement for applicafiaturing interval
k— 1. We then define theeasured outpuy(k), to be the normalized QoS ratios for

individual applications, wherg (k) = fm%' Sinces™, yi(k) = 1, onlyM — 1
m=14m
of suchy;(k)’s are independent. As a result, the system ougkit is an(M — 1)-

dimensional vector.

The goal of the feedback controller is to automatically teiee the appropriate
value for eachy; j(k), such that eacli(k) can track itsreference inputr; (k), the
desired QoS ratio for applicatiarwhen the system is overloaded.

7.5.3 Adaptive optimal controller design

We now describe the adaptive optimal controller we preskintgl 9] for the service
differentiation problem. A block diagram of the closedamntrol system is shown
in Figure 7.9. The controller consists of two key modulesa@del estimatothat
learns and periodically updates a linear model betweendgbeurce entitlements
for individual application tiers and the measured QoS saténd aroptimal con-
troller that computes the optimal resource entitlements basedtonaésd model
parameters and a quadratic cost function.

We use the following linear, auto-regressive MIMO modeldpresent the input-
output relationship in the controlled system:
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Fig. 7.9 A self-tuning optimal resource control system

n n-1
yk+1) =35 Aly(k+1-1)+ 5 Buuk—m). (7.18)
=1 m=0

Note thatA; € 0°%© andBy, € 0°*V, whereV = (M — 1) x N is the input di-
mension, an® = M — 1 is the output dimension. The use of a MIMO model allows
us to capture complex interactions and dependencies anesongnce entitlements
for different application tiers, which cannot be capturgdrmdividual SISO mod-
els. The order of the modeh, captures the amount of memory in the system. Its
value can be estimated in offline system identification erpents [20]. Typically,
a low-order model is sufficient for computing systems [16hc® the linear model
is a local approximation of the real system dynamics thatpgally nonlinear, we
estimate and adapt the values of the coefficient matriseand By, online using
the recursive least squares (RLS) estimator [4], whenevevameasurement of
y(k) becomes available.

We use optimal control that minimizes the following quagtrabst function:

J=|[W(y(k+1) = r(k+1))||*+[|Q(u(k) — u(k— 1))} (7.19)

The controller aims to steer the system into a state of optimaierence tracking,
while penalizing large changes in the control variabléss 0°*© andQ e OV*V
are weighting matrices on the tracking errors and the chaimg@e control actions,
respectively. They are commonly chosen as diagonal matfTdesir relative magni-
tude provides a trade off between tlesponsivenesand thestability of the control
system.

The optimal control lawu*(k), can be derived by first explicitly expressing the
dependency of the cost functidronu(k), and then solving the equati% =0.

As a result, we get

u* (K) = (WBo)TWBo + QT Q) H[(WBo) TW/(r (k+ 1) — X@(K)) + QT Qu(k - 1)],
where

ek) =[0u"(k=1) ... uT(k=n+2)y"(k)--- --- yT(k=n+1)]7 |
X =[Bo, ..., Bn1, A1, ..., Aj.

Note thatX andBg are online estimates of the model parameters.
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7.5.4 Experimental evaluation

Our controller design has been validated on a two-node ddsitiosting two in-
stances of the RUBIS application [1], an online auction hemark. We use a two-
tier implementation consisting of an Apache web server aiiy8QL database
(DB) server. Each application tier is hosted in a Xen virtogchine. The “web
node” is used to host two web tiers, and the “DB node” is uselast two DB
tiers. For this application, CPU is the only potential resabottleneck. We use the
credit-based CPU scheduler in the hypervisor of Xen 3.0s3alnte branch [7] as
the actuator in our control loop. It implements proportidaa sharing of the CPU
capacity among multiple virtual machines.

We choose a control interval of 20 seconds, which offers addmdance be-
tween responsiveness of the controller and predictatufithe measurements. For
each RUBIS application we use mean response time per inter®il (k)) as the
QoS metric, and the normalized RT ratjok) = RTy(k)/(RTi(k) + RTx(k)), as the
measured output. The reference inpyk), indicates the desired level of QoS dif-
ferentiation between the two applications. Note that ydk) andr (k) are scalars
in this example.

In the first experiment, we varied the reference inp(k), from 0.3 to 0.5 then
to 0.7. Each reference value was used for a period of 60 conteials.

Figure 7.10(a) shows the measured per-interval throughpetjuests per second
(top) and the mean response time in seconds (middle) fomtbepplications, as
well as the normalized RT ratig(k) against the reference inputk) (bottom) over
a period of 180 control intervals (one hour). The verticaldzad lines indicate the
two step changes in the reference input. As we can see, theuneeboutput was
able to track the changes in the reference input fairly ¢jo3de performance of
both applications also behaved as we expected. For examp(&) value of 03
gave preferential treatment to application 1, where appiba 1 achieved higher
throughput and lower average response time than applicattd. Wherr (k) was
set at 05, both applications achieved comparable performancellisr (k) was
increased to @, application 2 was able to achieve a higher level of pertoroe
than application 1 did, which was consistent with our exatah.

Figure 7.10(b) shows the corresponding CPU entitlemendsrasulting CPU
consumptions of individual application tiers. As we can, ses (k) went from 0.3
to 0.5 to 0.7, our controller allocated less and less CPUagpto both tiers in
application 1, and more CPU capacity to application 2.

In the second experiment, we fixed the target RT ratiqldt= 0.7, and varied
the intensity of the workload for application 1 from 300 to0O5€ncurrent users.
This effectively created varying resource demands in heth bf application 1. Ex-
perimental results showed that, the controller was ablédoate the CPU capacity
on both nodes accordingly, and always maintained the n@@ethRT ratio near the
reference value, in spite of the change in the workload.

In this section, we described how control theory can be adpid the design
of automated workload management solutions for a virtedlidata center. In par-
ticular, as one or more virtualized servers become oveedadur controller can



206

T Abdelzaher, Y Diao, JL Hellerstein, C Lu, X Zhu

.gloo Throughputl — — — Throughput2 ‘
_gﬁ IS ZAGCDND. ’J\,v”'///’l'“/"l!
3 50 SYSAZAS N Sy N
= .
F oo . . . . . . . .
0 20 40 60 80 100 120 140 160 180
=) | |
= 20 RT1 — — —RT2 4
5% h
2] \ I
§ 107 ‘\" A ‘s ,‘I\‘/’\ I\\A"\ W
2 CAYVS v oma gt
& o L L R L L R L L
0 20 40 60 80 100 120 140 160 180
2
§ RT1/(RT1+RT2)
-
4
£
S o L L R L L R L L
0 20 40 60 80 100 120 140 160 180
Sample Number (Ts = 20 sec)
(a) QoS metrics for the two applications
100 - 100
Entitlement
— — — Consumption
'lil“"' 4
s0f ! 50 :
I
0 0
0 50 100 150 0 50 100 150
(a) Application 1, Web tier (b) Application 2, Web tier
40 40
30 30
] |,/'|\
20( 204 | WA
I rllll e WF (g A ‘*,'m’ "~ “’14‘ ¥
10 et 10" '
I I
0 0
0 50 100 150 0 50 100 150

(c) Application 1, DB tier

(d) Application 2, DB tier

(b) CPU entitlement (solid) and consumption (dashed) fdividual
application tiers

Fig. 7.10 Experimental results with changes in reference input

dynamically allocate shared server resources to indivigiplication tiers in order

to maintain a desired level of service differentiation agon-hosted applications.
The self-tuning optimal controller we presented has beédated on a lab testbed,
and has demonstrated good closed-loop properties in fagersfoad variations or

changes in the reference input.
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7.6 Application to Power and Performance in Data Centers

The following case study is motivated by the importance @&frgy saving in multi-
tier Web server farms. In large server farms, it is repoited 23-50% of the revenue
is spent on energy [13, 6]. In order to handle peak load requents, server farms
are typically over-provisioned based on offline analysiscohsiderable amounts
of energy can be saved by reducing resource consumptiongdnon-peak condi-
tions. Significant research efforts have been expendedpgiag dynamic voltage
scaling (DVS) to computing systems in order to save powetenhieeting time or
performance constraints [13, 6, 12, 28, 27, 33].

In this section, we describe adaptive techniques for emaayagement in server
farms based on optimization and feedback control. We spattifiillustrate the im-
portance ofoint adaptation. We show that in large-scale systems, the exestef
several individually stable adaptive components may t@salcollectively unstable
system. For example, a straightforward combination of twergy-saving policies
may resultin a larger energy expenditure than that witteelolicy in isolation. We
illustrate this problem by exploring a combination of a DMSigy (that controls fre-
quency,f, of machines in a server farm given their del¥) and an independently
designed machine On/Off policy (that increases the numbarazhinesm in the
server farm when the delay is increased and removes machimas the delay is
decreased). We then provide a solution to avoid the unsi@gleaction between the
two policies.

Figure 7.11 shows experimental results from a three-tidy $éever farm testbed.
Four different energy saving configurations are comparteel:Qn/Off policy, the
DVS policy, the combination of On/Off + DVS (exhibiting adge interaction) and
finally an optimized policy that we explain later in this dent It is clearly demon-
strated that when the workload increases, the combinedf®nIlYS policy spends
much more energy than all other policies.

The adverse interaction is because the DVS policy reduaefdigquency of a
processor, increasing system utilization, which increasel-to-end delay causing
the On/Off policy to to turn more machines on.

7.6.1 Design Methodology for Integrating Adaptive Polisie

In this section, we describe how to design feedback contesthranisms that are
free of adverse interactions, optimize energy and respett@end resource and
timing constraints. Our solution methodology is dividetbithree steps:

1. Formulate the optimization problerptimization is performed with respect
to the available feedback control knobs subject to (i) resmgonstraints, and (ii)

1 Observe that changing frequency of a processor also chémgessociated core voltage. There-
fore, we interchangeably use “changing frequency (levaaid “changing DVS (level)” throughout
this paper.
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Fig. 7.11 Comparison of total system power consumption for differedéptive policies in the
Web server case study.

performance specification constraints. Suppose theretatalaf n different feed-
back control policies. For each feedback control policg corresponding set of
feedback control knobs is denotedaswherei = 1,---,n. We can formulate a
constrained optimization problem as follows:

X{mr;n f(X1,...,%n)

subjectto gj(Xq,..., %) <0, j=1,...,m, (7.20)

wheref is the common objective functiéng;(-), j = 1,...,mare the resource and
performance constraints related to the application. thioing Lagrange multipliers
Vi,...,Vm, the Lagrangian of the problem is given as:

L(X1,-- %0, V1, sVm) = F(Xg,..., %) +
Vlgl(xla .. ,Xn) +
IS
VimOm(X1, - -+, %n) (7.21)

2. Derivation of necessary conditiongtodel inaccuracies (such as those in es-
timating actual computation times, exact energy conswnptr end-to-end delay
in practical systems) are likely to render the expression&inctionsf (.) andg;/(.)
above inaccurate. Hence, we would like to combine optinopatvith feedback
control to compensate for such inaccuracies.

Our approach is to derive ongpproximate necessary conditiofus optimality,
instead of exact necessary and sufficient conditions. Tiliesa locus of solution

2 In this casef represents a notion of cost to be minimized. Alternativitlgould represent a
notion of utility to be maximized.
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points. A series of feedback loops is then used to traveegddhus in search of a
maximum utility point.

The necessary conditions of optimality are derived by riagshe original prob-
lem (i.e., where knob settings are discrete) into a contisymoblem (where knob
setting are real numbers and functiagyis) and f(.) are differentiable), then using
the Karush-Kuhn-Tucker (KKT) optimality conditions [5i : 1,...,n:

0f(X,.... %) |«  00j(X1,..., %)
% + lev, X =0 (7.22)

Let us call the left-hand-sidé, . Observe that, we have the necessary condition:
[y, = ... =T, (7.23)

We then use a feedback control approach to find the maximulity yibint on
the locus that satisfies Equation (7.23). Our feedback abmipproach is de-
scribed next. We find it useful for the discussion below t@ alefine the average
[x= (I, + ...+ x,)/n. This average at timk will serve as the set pointk) for
each individuarly,.

3. Feedback controlThe purpose of feedback control is to find knob valxes
such that the condition in Equation (7.23) is satisfied. @ptaeally, when some
values offly are not equal, two directions are possible for fixing the afion in
the condition. One is for modules with smaller valued gfto change their knobs
X to catch up with larger ones. The other is for those with laxgdues ofl; to
change their knobs to catch up with smaller ones. Moreovergrthan one knob
may be adjusted together. In the spirit of hill climbing, \a&d the combination that
maximizes the increase in utility (i.e., optimizes the akjee function). Hence, we
define the control errog(k), at timek, asly — Iy, (we omit indexk for notational
simplicity) and find the set of neighboring points to the eutx; vector that reduces
the error in the direction that involves a maximum increasatility. The algorithm
will dynamically guide the system toward a better configiorat

We will next briefly show how this general solution methodplaan be applied
to the multi-tier Web server farm case study.

1. Formulating the optimization problenThe decision variables in the opti-
mization problem are the tuning knobs for each individuatiteack control policy,
namely the frequency levels of each machine (for the DVScgphnd the number
of active machines at each tier (for the On/Off policy). Tlaeg optimized subject to
resource and delay constraints. For simplicity, let us upeeaiing-theoretic M/M/1
model for each server machine to predict delay. In this madelsystem utilization,
U, is expressed a&/u, given the arrival raté of the traffic and the service rate
u of the server. Assuming a load-balanced tief m; machines and of total arrival
rate;, the arrival rate per machine /m and the service rate is proportional to
frequencyf;. Expressing); in clock cycles, the utilization of a machine at tier

denotedJ;, becomed); = % We further approximate power consumpti@roy a
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function of CPU frequency; for each machine at tiernamelyR, (f;) = A; - fip+ Bi,
whereA; andB; are positive constants. In realistic systemsaries between 2.5
and 3 [12].A;, Bj, and p can be obtained by curve fitting against empirical mea-
surements when profiling the system off-line. Merging thewabtwo equations,

we getR(Ui,m) = A - (U,)\rln) + B = A‘)r‘n + B;. The total power consumption

can be obtained by summing owdrtiers asRot (Ui, m;) = Eizlm -R(Ui,m). We
want to minimize the total server power consumptions suk@dwo functional
constraints. The first constraint is that the total endstd-gelay should be less than
some end-to-end delay bourd, In the M/M/1 queuing model, this translates to

N )\ﬂl . 19—'UI < K, whereK is some constant. The second constraint is on the total

number of machine®! in the farm,5N ; m < M. For a 3-tier server farm\ = 3)
and usingp = 3, the constrained minimization problem can now be fornadats:

min Rot (Ui A')\3+B
Ui >0, m>0 or(Ui,m Zlm udm
Sm U
< 7.24
Ail—Ui—K’ (7.24)

subject to = 5

i;mgM

2. Derivation of necessary condition§o derive necessary conditions, bet=

[Ul Uy Uz mg my mg]T be the vector of decision variables. Observe that we could
have alternatively chosen frequenigynstead of utilizatiorJ; for the decision vari-
ables, since utilization cannot be set directly. Since veeim® an algebraic relation
between utilization and frequency, the two choices are emattiically equivalent.
Expressing control knobs in terms of utilization could berenmtuitive in that it
directly quantifies a measure of server load. Introducimgltagrange multipliers
v1, V2 > 0, we can write the Lagrangian function as:

A| 3
L(X,v1,V2) = Zlm U3n}3+B

B ) (B )

The Karush-Kuhn-Tucker (KKT) conditions [5] associatedhathe optimization
problem are:

(7.25)
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L nAAS vim

Z- Y 0V
oy I’T'IizUi4 + Ai(1—-U;)2 v,
oL 2AA L v P
om ~ meud P ta TG T2 oM
3 (7.26)
m U
vy - — - ——)—-K| =0
! (me ) )

(0 w) -

Solving forv; andv, then substituting in the first two sets of equations above, we
get after some rearranging:

M(A-U)?  AJ(1-Up)? /\§‘(1—U3)2.
MU mu; MU

4 \2
To simplify the notations, we will use (m,U;) to denote)% in the following

discussions. Then the necessary condition for optimaiit;x'plressed as

(7.27)

I (mg,Up) =T (mp,Uz) = I (mg, Us). (7.28)

3. Feedback controlit can be easily seen from the necessary condition that,
assuming stable changesAnandm;, the value ofl (m;,U;) will increase adJ;
decreases. On the other hafidm,U;) will decrease ifU; increases. From this,
we can deduce that a smaller value fam,U;) indicates that tier is overloaded
and, similarly, a larger value fdr (m;,U;) indicates that tieris underloadedBased
on this observation, we can design a feedback loop in whiehutization and
the number of machines are adjusted (using traditionalrobttteoretic analysis
techniques described earlier in this tutorial) in the dimectthat reduces error (i.e.,
enforces Equation (7.28)) while minimizing the energy obje function.

7.6.2 Evaluation

Next, we evaluate five different energy saving approachdmseline (no power
management), the Linux On-demand governor [25], and theetloontrol algo-
rithms mentioned above (the Feedback DVS, the Feedbackfaf@ the Feed-
back On/Off & DVS). For the baseline, we set the CPU frequaadiie maximum
on all machines. For each test run, 2500 seconds of TPC-Wleattlare applied,
with a 300-second ramp-up period, a 2000-second measutémerval, and fi-
nally a 200-second ramp-down period. The TPC-W benchmankrg¢es requests
by starting a number of emulated browsers (EB). We used thepshg mix work-
load consisting of 80% browsing and 20% ordering, which rsstdered the primary
performance metric by the Transactional Processing Co{B8@}i. The user think
time was set to 1.0 seconds. We used 450 ms as the delay aéfgucall experi-
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Fig. 7.12 Other Metrics: Average Delay, Deadline Miss Ratio, and Tigigput

ments. The delay set-point is computed such that if the geadalay is kept around
or below it, the miss ratio of the latency constraint is maiméd at or below 0.1,
assuming that the end-to-end delay follows an exponerisailoltion. Figure 7.11

shows that our approach improves energy consumption {baseid Linux gover-

nor are not shown). Figure 12(a) depicts the average delétyedfive algorithms.

Figure 12(b) depicts throughput.

7.7 Conclusions And Research Challenges

Current trends in computing systems are challenging olityatn engineer systems
that adapt quickly to changes in workloads and resourcesmiples addressed in
this paper include: self-tuning memory managementin detalsystems that adapts
to changes in queries and disk contention, dynamic contre@lsmurces in real-time
embedded systems that control variations in task resown®dds to meet real
time objectives, adapting CPU allocations of virtualizedvers in data centers in
response to variations in the user requests, and addréstgnactions between con-
trol loops for power management in response to workloadatiars. Such adapta-
tion is usually addressed by building a closed loop systeanhdiinamically adjusts
resource allocations and other factors based on measutgdt®uControl theory
provides a formal approach to designing closed loop systhatss used in many
other fields such as mechanical engineering, electricahergng, and economics.

This paper provides a brief introduction to key conceptstanbdniques in control
theory that we have found valuable in the design of closegddor computing
systems. There has been considerable success to date plgimgontrol theory
to computing systems, including impact on commercial potgifrom IBM, Hewlett
Packard, and Microsoft. However, many research challeregaain. Among these
are the following.
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Benchmarks for assessing closed designs. While there #irestablished bench-
marks for steady state workloads of web servers, databasensy, and other
widely used applications, assessing the ability of close@ lsystems to adapt to
changes in workloads and resources requires the chaeattenis of transients.
Examples of such characterizations include the magnitfidbanges in arrival
rates and/or service times, how quickly changes occur, anddng they persist.
Further, we need efficient ways to generate such workloadmyjes that permit
the construction of low cost, low noise benchmarks. Googitts into workload
characteristics will allow us to incorporate more sophated techniques, such
as model based predictive control that is discussed in @eéti

Control patterns for software engineering. To make corttesign accessible to
software practitioners, we need a set of “control pattértieit provide a con-
venient way to engineer resource management solutionshthat good con-
trol properties. By good control properties, we mean cavsitions such as the
SASO properties (stability, accuracy, settling time, amdrshoot) discussed in
Section 2. Two starting points for such patterns are coathin this paper: self-
tuning memory in Section 3, which shows how to use contradtj¢o do load
balancing, and the optimal design of interacting controp®in Section 6.
Scalable control design for distributed systems. Traddily, control engineer-
ing deals with complex systems by building a single Multipteut, Multiple
Output closed loop. This approach scales poorly for entmoftware systems
because of the complexity and interactions of componerakpftl here are de-
composition techniques such as those in Section 5 thatssldirtualized servers
for enterprise computing.

Analysis tools to address interactions between contrgddo&eedback control
introduces a degree of adaptive behavior into the systetadinaplicates the con-
struction of component based systems. Analysis tools a¥deatbto understand
and quantify the side-effects of interactions betweenviddially well-optimized
components, as well as any emergent behavior that resoftsdfomponent com-
positions.

Dynamic verification of design assumptions. Feedback loogkse assumptions
about causal relations between systems variables, sucheasrassion controller
assuming that request rate and utilization change in the shraction. There is
considerable value in dynamically verifying design asstioms. For example,
one could have a “performance assert” statement that testsystem variables
change in the expected direction in relation to one anoteen violations of
these assumptions are detected, appropriate actions mtedtdn.

Control of multiple types of resources. Most of the existamplications of con-
trol theory deal with one resource type, for instance, mgnmSection 3, and
CPU in Sections 4 and 5. In practice, the performance of egjiins running in
computing systems depends on multiple resources, such dsr@&mory, net-
work bandwidth and disk 1/0. From a control perspective tiéates challenges
with interactions between multiple controllers and taigettems with different
time constants, delay characteristics, and softwarefades.
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Extending the application of control theory beyond perfante management.
While control theory provides a systematic approach togieisg feedback sys-
tems for performance management, computing solutionsiasive consider-

ations such as user interface design, security, ins@aflaind power. To what
extent can feedback control be applied to these areas? talsdyat extent can
other technologies, such as machine learning, be applipérfiormance man-
agement?
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