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Abstract

Deliveringcongestionsignalsis essentialto theperformanceof networks. CurrentTCP/IPnetworksusepacket
lossesto signalcongestion.Packet lossesnot only reducesTCP performance,but alsoaddslarge delay. Explicit
CongestionNotification (ECN) delivers a fasterindication of congestionand hasbetterperformance. However,
currentECN implementationsmarkthepacket from the tail of thequeue.In this paper, we proposethemark-front
strategy to sendanevenfastercongestionsignal.We show thatmark-frontstrategy reducesbuffer sizerequirement,
improveslink efficiency andprovidesbetterfairnessamongusers.Simulationresultsthatverify ouranalysisarealso
presented.
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1 Intr oduction

Delivering congestionsignalsis essentialto the performanceof computernetworks. In TCP/IP, congestionsignals
from thenetwork areusedby thesourceto determinetheload. Whena packet is acknowledged,thesourceincreases
its window size.Whena congestionsignalis received,its window sizeis reduced[1, 2].

TCP/IPusestwo methodsto delivercongestionsignals.Thefirst methodis timeout.Whenthesourcesendsapacket,
it startsa retransmissiontimer. If it doesnot receive anacknowledgmentwithin a certaintime, it assumescongestion
hashappenedin the network andthepacket hasbeenlost. Timeoutis theslowestcongestionsignalbecauseof the
sourcehasto wait a long time for theretransmissiontimer to expire.

Thesecondmethodis lossdetection.In thismethod,thereceiversendsa duplicateACK immediatelyon receptionof
eachout-of-sequencepacket. Thesourceinterpretsthereceptionof threeduplicateacknowledgmentsasa congestion
packet loss.Lossdetectioncanavoid thelongwait of timeout.

Both timeoutandlossdetectionusepacket lossesascongestionsignals. Packet lossesnot only increasethe traffic
in the network, but also add large transferdelay. The Explicit CongestionNotification (ECN) proposedin [3, 4]
providesa light-weightmechanismfor routersto senda directindicationof congestionto thesource.It makesuseof
two experimentalbits in theIP headerandtwo experimentalbits in theTCPheader. Whentheaveragequeuelength
exceedsa threshold,theincomingpacket is markedascongestionexperiencedwith a probabilitycalculatedfrom the
averagequeuelength. Whenthemarkedpacket is received,the receiver markstheacknowledgmentusinganECN-
Echo bit in the TCP headerto sendcongestionnotificationbackto the source.Upon receiving the ECN-Echo,the
sourcehalvesits congestionwindow to helpalleviatethecongestion.

Many authorshave pointedout thatmarkingprovidesmoreinformationaboutthecongestionstatethanpacket drop-
ping[5, 6], andECNhasbeenprovento beabetterwayto delivercongestionsignalandexhibitsabetterperformance
[4, 5, 7].�
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In mostECN implementations,whencongestionhappens,thecongestedroutermarksthe incomingpacket that just
enteredthequeue.Whenthebuffer is full or whenapacketneedsto bedroppedasin RandomEarlyDetection(RED),
someimplementations,suchasthenssimulator[8], have the “drop from front” optionassuggestedby Yin [9] and
Lakshman[10]. A brief discussionof drop from front in RED canbe found in [11]. However, for packet marking,
theseimplementationsstill pick theincomingpacketandnot thefront packet. We call thispolicy “mark-tail”.

In this paper, we proposea simplemarkingmechanism— the “mark-front” strategy. This strategy marksa packet
whenthepacket is going to leave thequeueandthequeuelengthis greaterthanthepre-determinedthreshold.The
mark-frontstrategy is differentfrom thecurrentmark-tailpolicy in two ways.First,sincetheroutermarksthepacket
at the time whenit is sent,andnot at the time whenthe packet is received,a moreup-to-datecongestionsignal is
carriedby themarkedpacket. Second,sincetheroutermarksthepacket in thefront of thequeueandnot theincoming
packet, congestionsignalsdo not undergo the queueingdelayas the datapackets. In this way, a fastercongestion
feedbackis deliveredto thesource.

Theimplementationof thisstrategy is extremelysimple.Oneonly needsto movethemarkingactionfrom theenqueue
procedureto thedequeueprocedureandchoosethepacket leaving thequeuein steadof thepacketenteringthequeue.

We justify themark-frontstrategy by studyingits benefits.We find that,by providing fastercongestionsignals,mark-
front strategy reducesthe buffer sizerequirementat the routers;it avoids packet lossesandthus improvesthe link
efficiency whenthebuffer sizein routersis limited. Our simulationsalsoshow thatmark-frontstrategy improvesthe
fairnessamongold andnew users,andalleviatesTCP’sdiscriminationagainstconnectionswith largeroundtrip time.

The mark-frontstrategy differs from the “drop from front” option in that whenpacketsaredropped,only implicit
congestionfeedbackcanbe inferredfrom timeoutor duplicateACKs; whenpacketsaremarked,explicit andfaster
congestionfeedbackis deliveredto thesource.

GibbonsandKelly [6] suggesteda numberof mechanismsfor packet marking,suchas“marking all the packetsin
thequeueat thetime of a packet loss”, “marking every packet leaving thequeuefrom thetime of a packet lossuntil
thequeuebecomesempty”, and“marking packetsrandomlyasthey leave the queuewith a probabilityso that later
packetswill notbelost.” Ourmark-frontstrategy differsfrom thesemarkingmechanismsin thatit is asimplemarking
rule that faithfully reflectstheup-to-datecongestionstatus,while the mechanismssuggestedby GibbonsandKelly
eitherdo not reflectthecorrectcongestionstatus,or needsophisticatedprobabilitycalculationaboutwhich no sound
algorithmis known.

It is worth mentioningthat mark-front strategy is as effective in high speednetworks as in low speednetworks.
LakshmanandMadhow [12] showedthat theamountof drop-tail switchesshouldbeat leasttwo to threetimesthe
bandwidth-delayproductof the network in orderfor TCP to achieve decentperformanceandto avoid lossesin the
slow startphase.Our analysisin section4.3 revealsthat in the steady-statecongestionavoidancephase,the queue
size fluctuatesfrom empty to onebandwidth-delayproduct. So the queueingdelay experiencedby packetswhen
congestionhappensis comparableto thefixedround-triptime. 1 Therefore,themark-frontstrategy cansave asmuch
asa fixedround-triptime in congestionsignaldelay, independentof thelink speed.

We shouldalsomentionthat the mark-frontstrategy appliesto both wired andwirelessnetworks. Whenthe router
thresholdis properlyset,thecoherencebetweenconsecutive packetscanbeusedto distinguishpacket lossesdueto
wirelesstransmissionerrorfrom packet lossesdueto congestion.This resultwill bereportedelsewhere.

This paperis organizedasfollows. In section2 we describethe assumptionsfor our analysis.Dynamicsof queue
growth with TCP window control is studiedin section3. In section4, we comparethe buffer sizerequirementsof
mark-frontandmark-tailstrategies. In section5, we explain why mark-frontis fairer thanmark-tail. Thesimulation
resultsthatverify ourconclusionsarepresentedin section6. In section7,weremovetheassumptionsmadeto facilitate
theanalysis,andapplythemark-frontstrategy to theREDalgorithm.Simulationresultsshow thatmark-fronthasthe
advantagesovermark-tailasrevealedby theanalysis.

1Thefixedround-triptime is theround-triptimeunderlight load,i.e.,withoutqueueingdelay.
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2 Assumptions

ECNis usedtogetherwith TCPcongestioncontrolmechanismslikeslow startandcongestionavoidance[2]. Whenthe
acknowledgmentis not marked,thesourcefollowsexisting TCPalgorithmsto senddataandincreasethecongestion
window. Upon the receiptof an ECN-Echo,the sourcehalves its congestionwindow and reducesthe slow start
threshold.In thecaseof a packet loss,thesourcefollowstheTCPalgorithmto reducethewindow andretransmitthe
lostpacket.

ECNdeliverscongestionsignalsby settingthecongestionexperiencedbit, but determiningwhento setthebit depends
onthecongestiondetectionpolicy. In [3], ECNis proposedto beusedwith averagequeuelengthandRED.Theirgoal
is to avoid sendingcongestionsignalscausedby transienttraffic andto desynchronizesenderwindows [13, 14]. In
thispaper, to allow analyticalmodeling,weassumeasimplifiedcongestiondetectioncriterion:whentheactualqueue
lengthis smallerthanthe threshold,the incomingpacket will not bemarked;whentheactualqueuelengthexceeds
thethreshold,theincomingpacketwill bemarked.

We alsomake thefollowing assumptions.(1) Receiverwindowsarelargeenoughsothebottleneckis in thenetwork.
(2) Sendersalwayshave datato sendandwill sendasmany packetsastheir windows allow. (3) Thereis only one
bottlenecklink thatcausesqueuebuildup. (4) Receiversacknowledgeeverypacket receivedandthereareno delayed
acknowledgments.(5) Thereis noACK compression[15]. (6) Thequeuelengthis measuredin packetsandall packets
have thesamesize.

3 QueueDynamicswith TCP Window Control

In this section,we studytherelationshipbetweenthewindow sizeat thesourceandthequeuesizeat thecongested
router. Thepurposeis to show thedifferencebetweenmark-tailandmark-frontstrategies.Ouranalysisis madeonone
connection,but with smallmodifications,it canalsoapplyto multipleconnectioncase.Simulationresultsof multiple
connectionsandconnectionswith differentroundtrip timewill bepresentedin section6.

In a pathwith oneconnection,theonly bottleneckis thefirst link with the lowestratein theentireroute. In caseof
congestion,queuebuildsuponly at therouterbeforethebottlenecklink. Thefollowing lemmais obvious.

Lemma 1 If the data rate of the bottleneck link is
�

packetsper second,thenthe downstreampacket inter-arrival
time and the ack inter-arrival time on the reverse link can not be shorter than ��� � seconds.If the bottleneck link
is fully-loaded(i.e., no idling), thenthe downstreampacket inter-arrival time and the ack inter-arrival time on the
reverselink are ��� � seconds.

Denotethesourcewindow sizeat time � as �	�
��� , thenwehave

Theorem1 Considera pathwith only oneconnectionandonly onebottleneck link. Let thefixedroundtrip timebe
 seconds,thebottleneck link ratebe
�

packetsper second,andthepropagationandtransmissiontimebetweenthe
sourceandbottleneck routerbe ��� . If thebottleneck link hasbeenbusyfor at least 
 seconds,anda packet justarrived
at thecongestedrouterat time � , thenthequeuelengthat thecongestedrouteris

� ���������	������� � ��� 
 ��� (1)

Proof Considerthepacket that just arrivedat thecongestedrouterat time � . It wassentby thesourceat time ������� .
At thattime,thenumberof packetson thepathandoutstandingacksonthereverselink was ������������� . By time � , ��� �
acksarereceivedby thesource.All packetsbetweenthesourceandtherouterhave enteredthecongestedrouteror
havebeensentdownstream.As shown in Figure1, thepipelengthfrom thecongestedrouterto thereceiver, andthen
backto thesourceis 
 ����� . Thenumberof downstreampacketsandoutstandingacksare � 
 � ���!� � . Therestof the
�	�
�"��� � � unacknowledgedpacketsarestill in thecongestedrouter. Sothequeuelengthis

� �����#�$�	������� � ���%� � � �&� 
 ��� � � � ���	������� � �"� 
 �'� (2)
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Figure1: Calculationof thequeuelength

Thisfinishestheproof.

Notice that in this theorem,we did not usethe numberof packetsbetweenthe sourceandthe congestedrouterto
estimatethequeuelength,becausethepacketsdownstreamfrom thecongestedrouterandtheackson thereverselink
areequallyspaced,but thepacketsbetweenthesourceandthecongestedroutermaynotbe.

Theanalysisin this theoremis basedon theassumptionsin section2. Theconclusionappliesto bothslow startand
congestionavoidancephases.In order for equation(1) to hold, the routermusthave beencongestedfor at least 

seconds.

4 Buffer SizeRequirementand Thr esholdSetting

WhenECNsignalsareusedfor congestioncontrol,thenetwork canachievezeropacketloss.Whenacknowledgments
arenot marked,thesourcegraduallyincreasethewindow size. Uponthereceiptof anECN-Echo,thesourcehalves
its congestionwindow to reducethecongestion.

In this section,we analyzethe buffer sizerequirementfor both mark-tail andmark-frontstrategies. The resultalso
includesananalysisonhow to setthethreshold.

4.1 Mark-T ail Strategy

Suppose( wasthepacketthatincreasedthequeuelengthoverthethreshold) , andit wassentfrom thesourceattime*,+ andarrivedat thecongestedrouterat time � + . Its acknowledgment,which wasanECN-echo,arrivedat thesource
at time *.- andthe window wasreducedat the sametime. We alsoassumethat the last packet beforethe window
reductionwassentat time *!/- andarrivedat thecongestedrouterat time � /- .

In orderto useTheorem1, weneedto considertwo casesseparately:when ) is largeandwhen ) is small,compared
to 
 � .

Case1 If ) is reasonablylarge(about
 � ) suchthatthebuildupof aqueueof size ) needs
 time,theassumptionin
Theorem1 is satisfied,wehave

)0� � ��� + �1�&�	�
� + �����2��� 
 � ���	� *,+ ��� 
 ��3 (3)

so
�	� *4+ ����) 5 
 �'� (4)

Sincethe time elapsebetween* + and * - is oneRTT, if packet ( werenot marked, the congestionwindow would
increaseto 6.�	� * + � . Since ( wasmarked,thecongestionwindow beforereceiving theECN-Echowas

��� *!/- ���76.�	� * + ���8�9��6'��):5 
 � ���8� � (5)
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Whenthelastpacketsentunderthiswindow reachedtherouterat time � /- , thequeuelengthwas

� �
� /- �#�$�	� * /- ��� 
 � �76.��� *,+ ���8�;� 
 � �062) 5 
 � �8� � (6)

Uponthereceiptof ECN-Echo,thecongestionwindow washalved.Thesourcecannotsendany morepacketsbefore
half of thepacketsareacknowledged.So 6.)<5 
 � �8� is themaximumqueuelength.

Case2 If ) is small, 
 � is anoverestimateof thenumberof downstreampacketsandackson thereverselink.

��� *,+ �1�&):5 numberof downstreampacketsandacks =8):5 
 ��� (7)

Therefore, � �
� /- ���$��� *!/- �"� 
 � �>�?6.��� * + ���@���"� 
 � =$6A�
) 5 
 � ���@�;� 
 � �06.)<5 
 � �@� � (8)

So,in bothcases,6.)<5 
 � �@� is anupperboundof queuelengththatcanbereachedin slow startphase.

Theorem2 In a TCPconnectionwith ECNcongestioncontrol, if thefixedroundtrip timeis 
 seconds,thebottleneck
link rateis

�
packetspersecond,andthebottleneckrouterusesthreshold) for congestiondetection,thenthemaximum

queuelengthcanbereachedin slowstartphaseis lessthanor equalto 62) 5 
 � �8� .
As shown by equation(6), when ) is large,thebound 6.)@5 
 � �$� canbereachedwith equality. When ) is small,
6.)&5 
 � �0� is just anupperbound.Sincethequeuelengthin congestionavoidancephaseis smaller, this boundis
actuallythebuffer sizerequirement.

4.2 Mark-Fr ont Strategy

Suppose( wasthepacketthatincreasedthequeuelengthoverthethreshold) , andit wassentfrom thesourceattime* + andarrivedat thecongestedrouterat time � + . Theroutermarkedthepacket (CB thatstoodin thefront of thequeue.
Theacknowledgmentof (CB , which wasanECN-echo,arrivedat thesourceat time * - andthewindow wasreduced
at thesametime. We alsosupposethelastpacketbeforethewindow reductionwassentat time * /- andarrivedat the
congestedrouterat time � /- .

Considertwo casesseparately:when ) is largeandwhen ) is small.

Case1 If ) is reasonablylarge(about
 � ) suchthatthebuildupof aqueueof size ) needs
 time,theassumptionin
Theorem1 is satisfied.We have

)0� � ��� + �1�&�	�
� + ��� � ��� 
 � ���	� * + ��� 
 ��3 (9)

so
�	� * + ����) 5 
 �'� (10)

In slow startphase,thesourceincreasesthecongestionwindow by onefor every acknowledgmentit receives. If the
acknowledgmentof ( wasreceivedat thesourcewithout thecongestionindication,thecongestionwindow wouldbe
doubledto

62�	� *,+ ����6A�
):5 
 � � �
However, whentheacknowledgmentof ( B arrived, )���� acknowledgmentscorrespondingto packetsprior to ( were
still on theway. Sothewindow sizeat time *!/- was

�	� *!/- ���76.�	� *4+ �"�&��)&�@�����8�D��)<5:6 
 ��� (11)
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Whenthelastpacketsentunderthiswindow reachedtherouterat time � /- , thequeuelengthwas

� ��� /- ���$�	� * /- ��� 
 � �&):5@6 
 � � 
 � �$)<5 
 �'� (12)

Uponthereceiptof ECN-Echo,congestionwindow is halved. Thesourcecannot sendany morepacketsbeforehalf
of thepacketsareacknowledged.So )<5 
 � is themaximumqueuelength.

Case2 If ) is small, 
 � is anoverestimateof thenumberof downstreampacketsandackson thereverselink.

��� * + �1�&):5 numberof downstreampacketsandacks =8):5 
 ��� (13)

Therefore, � ��� /- �1�&�	� *2/- ��� 
 � �E��6.�	� * + �"��)9�"� 
 � =&6'��)<5 
 � ����)@� 
 � ��):5 
 ��� (14)

So,in bothcases,)<5 
 � is anupperboundof queuelengththatcanbereachedin theslow startphase.

Theorem3 In a TCPconnectionwith ECNcongestioncontrol, if thefixedroundtrip timeis 
 seconds,thebottleneck
link rateis

�
packetspersecond,andthebottleneckrouterusesthreshold) for congestiondetection,thenthemaximum

queuelengththatcanbereachedin slowstartphaseis lessthanor equalto )<5 
 � .
Again,when ) is large,equation(12)showsthebound)F5 
 � is tight. Sincethequeuelengthin congestionavoidance
phaseis smaller, thisboundis actuallythebuffer sizerequirement.

Theorem2 and3 estimatethebuffer sizerequirementfor zero-lossECNcongestioncontrol.

4.3 ThresholdSetting

In thecongestionavoidancephase,congestionwindow increasesroughlyby onein every RTT. Assumingmark-tail
strategy is used,usingthesametiming variablesasin theprevioussubsections,wehave

�	� * + ��� � �
� + �G5 
 � ��):5 
 ��� (15)

Thecongestionwindow increasesroughlyby onein anRTT,

�	� *!/- ���$)<5 
 � 5$� � (16)

Whenthelastpacketsentbeforethewindow reductionarrivedat therouter, it saw a queuelengthof ):5�� :
� �
� /- �#�&��� *!/- ��� 
 � ��) 5�� � (17)

Uponthereceiptof theECN-Echo,thewindow washalved:

�	� * - ���H�
):5 
 � 5$���I�26 � (18)

Thesourcemaynotbeableto sendpacketsimmediatelyafter * - . After somepacketswereacknowledged,thehalved
window allowednew packetsto besent.Thefirst packetsentunderthenew window saw a queuelengthof

� ��� - ���$�	� * - ��� 
 � �>��)<5 
 � 5$���I�!6J� 
 � �>��)&� 
 � 5$���I�!6 � (19)

Thecongestionwindow wasfixedfor anRTT andthenbeganto increase.So
� �
� - � wastheminimumqueuelengthin

a cycle.

In summary, in thecongestionavoidancephase,themaximumqueuelengthis )@50� andtheminimumqueuelength
is �
)8� 
 � 5��K�L�26 .
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In orderto avoid link idling, we shouldhave ��)&� 
 � 50�K�L�26NM�O or equivalently, )HM 
 � �&� . On theotherhand,ifPRQ�S � is alwayspositive, therouterkeepsanunnecessarilylargequeueandall packetssuffer a long queueingdelay.
Therefore,thebestchoiceof thresholdshouldsatisfy

��)&� 
 � 5��K�I�!6C��O 3 (20)

or
)�� 
 � �@� � (21)

If mark-frontstrategy is used,thesource’scongestionwindow increasesroughlyby onein everyRTT, but congestion
feedbacktravelsfasterthanthedatapackets.Hence� � *!/- ���$)<5 
 � 5:T 3 (22)

whereT is between0 and1, anddependson thelocationof thecongestedrouter. Therefore,� ��� /- �#�&�	� *!/- ��� 
 � �&):5:T 3 (23)

�	� * - �#�H�
)<5 
 � 5:TU�I�!6 3 (24)� �
� - �����	� *.- ��� 
 � �H�
)<5 
 � 5:TU�I�!6J� 
 � �>��)&� 
 � 5<TU�L�26 � (25)

For thereasonstatedabove, thebestchoiceof thresholdis )V� 
 � �:T . Comparedwith 
 � , thedifferencebetween
 � ��T and 
 � �8� canbeignored.Sowehave thefollowing theorem:

Theorem4 In a pathwith onlyoneconnection,theoptimalthresholdthat achievesfull link utilizationwhilekeeping
queueingdelayminimal in congestionavoidancephaseis 
 � �$� . If thethresholdis smallerthanthis value, thelink
will beunder-utilized.If thethresholdis greaterthanthisvalue, thelink canbefull utilized,but packetswill suffer an
unnecessarilylargequeueingdelay.

Combiningtheresultsin Theorem2, 3 and4, we canseethatthemark-frontstrategy reducesthebuffer sizerequire-
mentfrom aboutW 
 � to 6 
 � . It alsoreducesthecongestionfeedback’sdelayby onefixedround-triptime.

5 Lock-out Phenomenonand Fairness

Oneof theweaknessesof mark-tailpolicy is its discriminationagainstnew flows. Considerthetimewhena new flow
joins thenetwork, but thebuffer of thecongestedrouteris occupiedby packetsof old flows. In themark-tailstrategy,
thepacket that just arrivedwill bemarked,but the packetsalreadyin thebuffer will be sentwithout beingmarked.
The acknowledgmentsof the sentpacketswill increasethe window sizeof the old flows. Therefore,the old flows
which alreadyhave largeshareof theresourceswill grow evenlarger. However, thenew flow with smallor no share
of theresourceshasto backoff, sinceits window sizewill bereducedby themarkedpackets.Thiscausesa“lock-out”
phenomenonin which a singleconnectionor a few flows monopolizethebuffer spaceandpreventotherconnections
from gettingroomin thequeue[16]. Lock-outleadsto grossunfairnessamongusersandis clearlyundesirable.

Contraryto themark-tailpolicy, themark-frontstrategy marksthepacketsin thebuffer first. Connectionswith large
buffer occupancy will have morepacketsmarkedthanconnectionswith smallbuffer occupancy. Comparedwith the
mark-tailstrategy thatlet thepacketsin thebufferescapethemarking,mark-frontstrategyhelpstopreventthelock-out
phenomenon.Therefore,wecanexpectthatmark-frontstrategy to befairerthanmark-tailstrategy.

TCP’s discriminationagainstconnectionswith large RTT is alsowell known. The causeof this discriminationis
similar to thediscriminationagainstnew connections.If connectionswith smallRTT andlargeRTT startat thesame
time, the connectionswith small RTT will receive their acknowledgmentfasterand thereforegrow faster. When
congestionhappens,connectionswith smallRTT will take morebuffer roomthanconnectionswith largeRTT. With
mark-tail policy, packetsalreadyin the queuewill not be marked but only newly arrived packetswill be marked.
Therefore,connectionswith smallRTT will grow evenlarger, but connectionswith largeRTT haveto backoff. Mark-
front alleviatesthis discriminationby treatingall packetsin thebuffer equally. Packetsalreadyin thebuffer mayalso
bemarked.Therefore,connectionswith largeRTT canhave largerbandwidth.
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Figure2: Simulationmodel.

6 Simulation Results

In orderto comparethemark-frontandmark-tailstrategies,we performeda setof simulationswith the S�* simulator
[8]. We modified the RED algorithm in S�* simulatorto deterministicallymark the packets when the real queue
lengthexceedsthethreshold.Thebasicsimulationmodelis shown in Figure2. A numberof sources* - 3 *KX 34�,�4�Y3 *,Z
areconnectedto the router 
 - by 10 Mbps links, router 
 - is connectedto 
,X by a 1.5 Mbps link, anddestinations� - 3I� X 34�4�,�Y3I� Z areconnectedto 
KX by 10Mbpslinks. Thelink speedsarechosensothatcongestionwill only happen
at therouter 
 - , wheremark-tailandmark-frontstrategiesaretested.

With the basicconfigurationshown in Figure2, the fixed roundtrip time, including the propagationtime and the
transmissiontimeat therouters,is 59ms.Changingthepropagationdelaybetweenrouter 
 - and 
,X from 20msto 40
msgivesanRTT of 99ms.Changingthepropagationdelaysbetweenthesourcesandrouter 
 - givesusconfigurations
of differentRTT. An FTPapplicationrunson eachsource.RenoTCPandECN areusedfor congestioncontrol. The
datapacketsize,includingall headers,is 1000bytesandtheacknowledgmentpacketsizeis 40bytes.

With thebasicconfiguration,


 � �$O � O�[!\^]%� � [^]��,O�_ bits �H���,O!`a6 � [ bytes bH��� packets

In oursimulations,theroutersperformmark-tailor mark-front.Theresultsfor bothstrategiesarecompared.

6.1 Simulation Scenarios

In order to show the differencebetweenmark-frontandmark-tail strategies,we designedthe following simulation
scenariosbasedon thebasicsimulationmodeldescribedin Figure2. If not specified,all connectionshaveanRTT of
59ms,startat 0 secondandstopat the10thsecond.

1. Oneconnection.

2. Two connectionswith thesameRTT.

3. Two overlappingconnectionswith thesameRTT, but thefirst connectionstartsat 0 secondandstopsat the9th
second,thesecondconnectionstartsat thefirst secondandstopsat the10thsecond.

4. Two connectionswith RTT equalto 59and157msrespectively.

5. Two connectionswith sameRTT, but thebuffer sizeat thecongestedrouteris limited to 25packets.

6. Fiveconnectionswith thesameRTT.

7. Fiveconnectionswith RRT of 59,67,137,157and257msrespectively.

8. Fiveconnectionswith thesameRTT, but thebuffer sizeat thecongestedrouteris limited to 25packets.
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Scenarios1, 4, 6 and7 aremainly designedfor testingthebuffer sizerequirement.Scenarios1, 3, 4, 6, 7, 8 arefor
link efficiency, andscenarios2, 3, 4, 5, 6, 7 arefor fairnessamongusers.

6.2 Metrics

We usethreemetricsto comparethe two strategies. The first metric is the buffer sizerequirementfor zero loss
congestioncontrol.This is themaximumqueuesizethatcanbebuilt upat therouterin theslow startphasebeforethe
congestionsignaltakeseffectat thecongestedrouter. If thebuffer sizeis greateror equalto thisvalue,nopacket loss
will happen.Thismetricis measuredasthemaximumqueuelengthin theentiresimulation.

Thesecondmetric, link efficiency, is calculatedfrom thenumberof acknowledgedpackets(not countingtheretrans-
missions)dividedby thepossiblenumberof packetsthatcanbetransmittedduringthesimulatedtime. Becauseof the
slow startphaseandpossiblelink idling afterthewindow reduction,thelink efficiency is alwayssmallerthan1. Link
efficiency shouldbemeasuredwith long simulationtime to minimizetheeffect of theinitial transientstate.We tried
differentsimulationtimesfrom 5 secondsto 100seconds.Theresultsfor 10secondsshow theessentialfeaturesof the
strategy, without muchdifferencefrom theresultsfor 100seconds.Sothesimulationresultspresentedin this paper
arebasedon10-secondsimulations.

Thethird metric,fairnessindex, is calculatedaccordingto theformulain [17]. If P connectionssharethebandwidth,
and ced is thenumberof acknowledgedpacketsof connectionQ , thenthefairnessindex is calculatedas:

fhg Qi
�SGj�*�* � ��k
Z
dml - c�di� XP k Zdnl - c Xd (26)

fairnessindex is oftencloseto 1, in ourgraphs,wedraw the o S fhg Qi
�SGj.*K* index:

o S fhg Qi
�SGj.*�* �H�;� fhg Q�
�SGj.*�* � (27)

Theperformanceof ECN dependson theselectionof thethresholdvalue. In our results,all threemetricsaredrawn
for differentvaluesof threshold.

6.3 Buffer SizeRequirement

Figure3 shows thebuffer sizerequirementfor mark-tailandmark-front.Themeasuredmaximumqueuelengthsare
shown with “ p ” and“ q ”. Thecorrespondingtheoreticalestimatesfrom Theorem2 and3 areshown with dashedand
solid lines. In Figure3(b) and3(d), wheretheconnectionshave differentRTT, the theoreticalestimateis calculated
from thesmallestRTT.

Fromthesimulation,wefind thatfor connectionswith thesameRTT, thetheoreticalestimateof buffersizerequirement
is accurate.Whenthreshold) is small,thebuffer sizerequirementis anupperbound,when )rM 
 � , theupperbound
is tight. For connectionswith differentRTT, theestimategivenby thelargestRTT is anupperbound,but is usuallyan
overestimate.Theestimategivenby thesmallestRTT is acloserapproximation.

6.4 Link Efficiency

Figure4 shows thelink efficiency for variousscenarios.In all cases,theefficiency increaseswith thethreshold,until
thethresholdis about
 � , wherethelink reachesalmostfull utilization. Smallthresholdresultsin low link utilization
becauseit generatescongestionsignalsevenwhentherouteris not really congested.Unnecessarywindow reduction
actionstakenby thesourceleadto link idling. The link efficiency resultsin Figure4 verify thechoiceof threshold
statedin Theorem4.

In the unlimited buffer cases(a), (b), (d), (e), the differencebetweenmark-tail andmark-front is small. However,
whenthe buffer size is limited as in cases(c) and(f), mark-fronthasmuchbetterlink efficiency. This is because
whencongestionhappens,mark-frontstrategy providesafastercongestionfeedbackthanmark-tail.Fastercongestion
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(c) Five connectionswith sameRTT
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(d) Five connectionswith differentRTT

Figure3: Buffer sizerequirementin variousscenarios

feedbackpreventsthesourcefrom sendingmorepacketsthatwill bedroppedat thecongestedrouter. Multiple drops
causesourcetimeoutandidling at the bottlenecklink, andthusthe low utilization. This explainsthe drop of link
efficiency in Figure4 (c) and(f) whenthe thresholdexceedsabout10 packetsfor mark-tailandabout20 packetsin
mark-front.

6.5 Fairness

Scenarios2, 3, 4, 5, 6, 7 aredesignedto test the scenarioof the two markingstrategies. Figure5 shows lock-out
phenomenonandalleviation by mark-frontstrategy. With the mark-tail strategy, old connectionsoccupy the buffer
andlock-outnew connections.Althoughthetwo connectionsin scenario3 havethesametimespan,thenumberof the
acknowledgedpacketsin thefirst connectionis muchlargerthanthatof thesecondconnection,Figure5(a).In scenario
4, theconnectionwith largeRTT (157ms)startsat thesametime astheconnectionwith smallRTT (59 ms),but the
connectionwith smallRTT grows faster, takesover a largeportionof thebuffer roomandlocksout theconnection
with largeRTT. Of all of thebandwidth,only 6.49%is allocatedto theconnectionwith largeRTT. Mark-frontstrategy
alleviatesthediscriminationagainstlargeRTT by markingpacketsalreadyin thebuffer. Simulationresultsshow that
mark-frontstrategy improvestheportionof bandwidthallocatedto connectionwith largeRTT from 6.49%to 21.35%.

Figure6 showstheunfairnessindex for themark-tailandthemark-frontstrategies.In Figure6(a),thetwo connections

10
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Figure4: Link efficiency in variousscenarios
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Figure5: Lock-outphenomenonandalleviationby mark-frontstrategy

have the sameconfiguration. Which connectionreceivesmore packets than the other is not deterministic,so the
unfairnessindex seemsrandom.But in general,mark-fronthassmallerunfairnessindex thanmark-tail.

In Figure6(b), thetwo connectionsaredifferent: thefirst connectionstartsfirst andtakesthebuffer room. Although
the two connectionshave the sametime span,if mark-tail strategy is used,the secondconnectionis locked out by
the first andthereforereceivesfewer packets. Mark-front avoids this lock-out phenomenon.The resultsshow that
theunfairnessindex of mark-frontis muchsmallerthanthatof mark-tail. In addition,asthethresholdincreases,the
unfairnessindex of mark-tailincreases,but themark-frontremainsroughlythesame,regardlessof thethreshold.

Figure6(c) shows the differenceon connectionswith differentRTT. With mark-tail strategy, the connectionswith
smallRTT grow fasterandthereforelockedout theconnectionswith largeRTT. Sincemark-frontstrategy doesnot
have thelock-outproblem,thediscriminationagainstconnectionswith largeRTT is alleviated.Thedifferenceof the
two strategiesis obviouswhenthethresholdis large.

Figure6(e)shows theunfairnessindex whentherouterbuffer sizeis limited. In this scenario,whenthebuffer is full,
the routerdropsthe the packet in the front of the queue.Whenever a packet is sent,the routercheckswhetherthe
currentqueuesizeis largerthanthethreshold.If yes,thepacket is marked.Thefigureshows thatmark-frontis fairer
thanmark-tail.

Similar resultsfor fiveconnectionsareshown in Figure6(d)and6(f).

7 Apply to RED

Theanalyticalandsimulationresultsobtainedin previoussectionsarebasedon thesimplifiedcongestiondetection
modelthata packet leaving a routeris markedif theactualqueuesizeof therouterexceedsthethreshold.However,
RED usesa differentcongestiondetectioncriterion. First, RED usesaveragequeuesizeinsteadof theactualqueue
size.Second,apacket is notmarkeddeterministically, but with a probabilitycalculatedfrom theaveragequeuesize.

In this section,we apply the mark-frontstrategy to the RED algorithmandcomparethe resultswith the mark-tail
strategy. Becauseof the difficulty in analyzingRED mathematically, the comparisonis carriedout by simulations
only.

RED algorithmneedsfour parameters:queueweight � , minimumthreshold��v Z dnw , maximumthreshold��v Z;xUy and
maximummarkingprobabilityz Z;xUy . AlthoughdeterminingthebestREDparametersis outof thescopeof thispaper,
wehave testedseveralhundredof combinations.In almostall thesecombinations,mark-fronthasbetterperformance
thanmark-tailin termsof buffer sizerequirement,link efficiency andfairness.
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Figure6: Unfairnessin variousscenarios
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Figure7: Buffer sizerequirementfor differentqueueweight,z Z;xUy ��O � �

Insteadof presentingindividual parametercombinationsfor all scenarios,we focuson onescenarioandpresentthe
resultsfor a rangeof parametervalues. The simulationscenariois the scenario3 of two overlappingconnections
describedin section6.1. Basedon therecommendationsin [13], we vary thequeueweight � for four values:0.002,
0.02,0.2and1, vary ��v Z dmw from 1 to 70,fix ��v Z{xYy as 6.��v Z dmw , andfix z Z;xUy as0.1.

Figure7 shows thebuffer sizerequirementfor both strategieswith differentqueueweight. In all cases,mark-front
strategy requiressmallerbuffer sizethanthemark-tail. Theresultsalsoshow thatqueueweight � is a major factor
affectingthebuffer sizerequirement.Smallerqueueweightrequireslargerbuffer. Whentheactualqueuesizeis used
(correspondingto �0�H� ), REDrequirestheminimumbuffer size.

Figure8 shows thelink efficiency. For almostall valuesof threshold,mark-frontprovidesbetterlink efficiency than
mark-tail.Contraryto thecommonbelief, theactualqueuesize(Figure8(d)) is no worsethantheaveragequeuesize
(Figure8(a))in achieving higherlink efficiency.

The queuesize traceat the congestedrouter shown in Figure 9 providessomeexplanationfor the smallerbuffer
sizerequirementandhigherefficiency of mark-frontstrategy. Whencongestionhappens,mark-frontdeliversfaster
congestionfeedbackthanmark-tailsothatthesourcescanstopsendingpacketsearlier. In Figure9(a),with mark-tail
signal,thequeuesizestopsincreasingat1.98second.With mark-frontsignal,thequeuesizestopsincreasingat 1.64
second.Thereforemark-frontstrategy needssmallerbuffer.
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Figure8: Link efficiency for differentqueueweight, z Z;xUy ��O � �

On theotherhand,whencongestionis gone,mark-tail is slow in reportingthechangeof congestionstatus.Packets
leaving therouterstill carrythecongestioninformationsetat thetimewhenthey enteredthequeue.Evenif thequeue
is empty, thesepacketsstill tell the sourcesthat the router is congested.This out-datedcongestioninformation is
responsiblefor thelink idling around6thsecondand12thsecondin Figure9(a).As a comparison,in Figure9(b), the
samepacketscarrymoreup-to-datecongestioninformationto tell thesourcesthat therouteris no longercongested,
sothesourcessendmorepacketsin time. Thusmark-frontsignalhelpsto avoid link idling andimprovetheefficiency.

Figure10showstheunfairnessindex. Bothmark-frontandmark-tailhavebig oscillationsin theunfairnessindex when
thethresholdchanges.Theseoscillationsarecausedby therandomnessof how many packetsof eachconnectionget
marked in the bursty TCP slow startphase.Changingthe thresholdvaluecansignificantlychangethe numberof
markedpacketsof eachconnection.In spiteof therandomness,in mostcasesmark-frontis fairerthanmark-tail.

8 Conclusion

In this paperwe analyzethemark-frontstrategy usedin Explicit CongestionNotification(ECN). Insteadof marking
thepacket from thetail of thequeue,this strategy marksthepacket in the front of thequeueandthusdeliversfaster
congestionsignalsto thesource.Comparedwith themark-tailpolicy, mark-frontstrategy hasthreeadvantages.First,
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it reducesthebuffersizerequirementattherouters.Second,it providesmoreup-to-datecongestioninformationtohelp
thesourceadjustits window in timeto avoid packetlossesandlink idling, andthusimprovesthelink efficiency. Third,
it improvesthefairnessamongold andnew users,andhelpsto alleviateTCP’sdiscriminationagainstconnectionswith
largeroundtrip time.

With a simplified model,we analyzethe buffer sizerequirementfor both mark-frontandmark-tail strategies. Link
efficiency, fairnessandmorecomplicatedscenariosare testedwith simulations. The resultsshow that mark-front
strategy achievesbetterperformancethanthecurrentmark-tail policy. We alsoapply the mark-frontstrategy to the
REDalgorithm.Simulationsshow thatmark-frontstrategy usedwith REDhassimilaradvantagesovermark-tail.

Basedon the analysisandthe simulations,we concludethat mark-front is an easy-to-implementimprovementthat
providesa bettercongestioncontrol thathelpsTCPto achieve smallerbuffer sizerequirement,higherlink efficiency
andbetterfairnessamongusers.
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