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Abstract

Delivering congestiorsignalsis essentiato the performancef networks. CurrentTCP/IP networks usepaclet
lossesto signalcongestion.Packet lossesnot only reducesTCP performanceput also addslarge delay Explicit
CongestionNatification (ECN) delivers a fasterindication of congestionand hasbetter performance. However,
currentECN implementationsnark the paclet from the tail of the queue.In this paper we proposethe mark-front
strat@y to sendan evenfastercongestiorsignal. We shaw thatmark-frontstratey reducesuffer sizerequirement,
improveslink efficiengy andprovidesbetterfairnessamongusers.Simulationresultsthatverify our analysisarealso
presented.

Keywods: Explicit CongestiorNatification, mark-front,congestiorcontrol, buffer sizerequirementfairness.

1 Intr oduction

Delivering congestiorsignalsis essentiato the performanceof computemetworks. In TCP/IR congestiorsignals
from the network areusedby the sourceto determingheload. Whena pacletis acknavledged the sourceincreases
its window size.Whena congestiorsignalis receved,its window sizeis reduced1, 2].

TCP/IPusestwo methoddo deliver congestiorsignals.Thefirst methodis timeout. Whenthe sourcesendsa paclet,
it startsa retransmissiotimer. If it doesnotreceve anacknavledgmentwithin a certaintime, it assumesongestion
hashappenedn the network andthe paclet hasbeenlost. Timeoutis the slowvestcongestiorsignalbecausef the
sourcehasto wait along time for theretransmissiotimer to expire.

Thesecondnmethodis lossdetection.In this method therecever sendsa duplicateACK immediatelyon receptionof
eachout-of-sequencpaclet. Thesourcenterpretshereceptionof threeduplicateacknavledgmentsasa congestion
pacletloss.Lossdetectioncanavoid thelong wait of timeout.

Both timeoutandloss detectionusepaclet lossesas congestiorsignals. Packet lossesnot only increasethe traffic
in the network, but alsoadd large transferdelay The Explicit CongestionNotification (ECN) proposedn [3, 4]
providesa light-weightmechanisnfor routersto senda directindicationof congestiorto the source.lt makesuseof
two experimentabits in the IP headerandtwo experimentabits in the TCP header Whenthe averagequeueength
exceedsa thresholdthe incomingpacletis marked ascongestionexperiencedvith a probability calculatedrom the
averagequeuelength. Whenthe marked paclet is receved, the recever marksthe acknaviedgmentusingan ECN-
Echo bit in the TCP headerto sendcongestiomotificationbackto the source. Uponreceving the ECN-Echo,the
sourcehalvesits congestiorwindow to helpalleviatethe congestion.

Many authorshave pointedout that markingprovidesmoreinformationaboutthe congestiorstatethanpaclet drop-
ping[5, 6], andECN hasbeenprovento be a betterway to deliver congestiorsignalandexhibits a betterperformance

[4,5,7].

*Thisresearclwassponsoredn partby grantsfrom Nokia CorporationBurlington, Massachuset@andNASA GlennResearctCentey Cleve-
land, Ohio.
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In mostECN implementationswhencongestiorhappensthe congestedoutermarksthe incoming paclet thatjust
enteredhequeue Whenthebufferis full or whena pacletneedgo bedroppedasin RandomEarly Detection(RED),
someimplementationssuchasthe ns simulator[8], have the “drop from front” option assuggestedby Yin [9] and
Lakshmar10]. A brief discussiorof dropfrom front in RED canbe foundin [11]. However, for paclet marking,
thesemplementationstill pick theincomingpacletandnotthefront paclet. We call this policy “mark-tail”.

In this paper we proposea simple markingmechanism— the “mark-front” strateyy. This stratgly marksa paclet
whenthe pacletis goingto leave the queueandthe queuelengthis greaterthanthe pre-determinedhreshold. The
mark-frontstrateyy is differentfrom the currentmark-tailpolicy in two ways. First, sincethe routermarksthe paclet
at the time whenit is sent,and not at the time whenthe paclet is receved, a more up-to-datecongestiorsignalis
carriedby themarkedpaclet. Secondsincetheroutermarksthe pacletin thefront of thequeueandnottheincoming
paclet, congestiorsignalsdo not undego the queueingdelay asthe datapaclets. In this way, a fastercongestion
feedbacks deliveredto thesource.

Theimplementatiorof this stratey is extremelysimple. Oneonly need4o movethemarkingactionfrom theenqueue
procedurdo thedequeugrocedureandchooseahepacletleaving thequeuen steadof thepacletenteringthequeue.

We justify the mark-frontstrateyy by studyingits benefits We find that, by providing fastercongestiorsignals,mark-
front stratgy reduceshe buffer size requirementat the routers;it avoids paclket lossesandthusimprovesthe link
efficiency whenthe buffer sizein routersis limited. Our simulationsalsoshowv that mark-frontstratey improvesthe
fairnessamongold andnew usersandalleviatesTCP’s discriminationagainsttonnectionsvith largeroundtrip time.

The mark-frontstratgy differs from the “drop from front” option in that when pacletsare dropped,only implicit
congestiorfeedbackcanbe inferredfrom timeoutor duplicateACKs; whenpacletsare marked, explicit andfaster
congestiorfeedbackis deliveredto the source.

GibbonsandKelly [6] suggested numberof mechanismgor packet marking,suchas“marking all the pacletsin
the queueat thetime of a packetloss”, “marking every paclet leaving the queuefrom thetime of a pacletlossuntil
the queuebecomesempty”, and“marking pacletsrandomlyasthey leave the queuewith a probability so thatlater
pacletswill notbelost” Ourmark-frontstratgy differsfrom thesemarkingmechanismsn thatit is asimplemarking
rule that faithfully reflectsthe up-to-datecongestiorstatus while the mechanismsuggestedby GibbonsandKelly
eitherdo notreflectthe correctcongestiorstatus or needsophisticategbrobability calculationaboutwhich no sound
algorithmis known.

It is worth mentioningthat mark-front strat@y is as effective in high speednetworks asin low speednetworks.
LakshmanandMadhaw [12] shaved thatthe amountof drop-tail switchesshouldbe at leasttwo to threetimesthe
bandwidth-delayroductof the network in orderfor TCP to achieve decentperformanceandto avoid lossesn the
slow startphase.Our analysisin section4.3 revealsthatin the steady-stateongestioravoidancephase the queue
size fluctuatesfrom emptyto one bandwidth-delayproduct. So the queueingdelay experiencedby packets when
congestiorhappenss comparabléo thefixedround-triptime. * Therefore the mark-frontstratgy cansase asmuch
asafixedround-triptime in congestiorsignaldelay independentf thelink speed.

We shouldalsomentionthat the mark-frontstrateyy appliesto both wired andwirelessnetworks. Whenthe router
thresholdis properlyset,the coherencdetweenconsecutie pacletscanbe usedto distinguishpaclket lossesdueto
wirelesstransmissiorerrorfrom pacletlossesdueto congestionThis resultwill bereportedelsevhere.

This paperis organizedasfollows. In section2 we describethe assumptiongor our analysis. Dynamicsof queue
growth with TCP window controlis studiedin section3. In section4, we comparethe buffer sizerequirement®of

mark-frontandmark-tail stratgjies. In section5, we explain why mark-frontis fairerthanmark-tail. The simulation
resultsthatverify ourconclusiongrepresenteth sectiorg. In section7, weremovetheassumptionmadeto facilitate
theanalysisandapplythe mark-frontstrategy to the RED algorithm. Simulationresultsshov thatmark-fronthasthe
adwantage®ver mark-tailasrevealedby theanalysis.

1Thefixedround-triptime is the round-triptime underlight load, i.e., without queueinglelay



2 Assumptions

ECNis usedtogethewith TCPcongestiortontrolmechanismgk e slow startandcongestioravoidancg?2]. Whenthe

acknavledgments not marked, the sourcefollows existing TCP algorithmsto senddataandincreasehe congestion
window. Upon the receiptof an ECN-Echo,the sourcehalvesits congestionwindow and reducesthe slow start

threshold.In the caseof a pacletloss,the sourcefollows the TCP algorithmto reducethewindow andretransmithe

lost paclet.

ECNdeliverscongestiorsignalsby settingthe congestionexperiencedit, but determiningvhento setthebit depends
onthecongestiordetectiorpolicy. In [3], ECNis proposedo beusedwith averagequeudengthandRED. Theirgoal
is to avoid sendingcongestiorsignalscausedy transienttraffic andto desynchronizeendemwindows [13, 14]. In
this paperto allow analyticalmodeling,we assumea simplifiedcongestiordetectiorcriterion: whentheactualqueue
lengthis smallerthanthe threshold the incomingpaclet will not be marked; whenthe actual queuelengthexceeds
thethresholdtheincomingpacletwill bemarked.

We alsomake thefollowing assumptions(1) Recever windows arelarge enoughsothe bottleneckis in the network.

(2) Sendersalways have datato sendandwill sendasmary pacletsastheir windows allow. (3) Thereis only one
bottlenecKink thatcausegjueuebuildup. (4) Receversacknavledgeevery paclet recevedandthereareno delayed
acknavledgments(5) Thereis no ACK compressiolfil5]. (6) Thequeudengthis measuredh pacletsandall paclets
have thesamesize.

3 QueueDynamicswith TCP Window Control

In this section,we studytherelationshipbetweerthe window sizeat the sourceandthe queuesize at the congested
router Thepurposeés to shav thedifferencebetweermark-tailandmark-frontstratgies. Ouranalysids madeonone
connectionput with smallmodificationsjt canalsoapplyto multiple connectiorcase . Simulationresultsof multiple
connectiongndconnectionsvith differentroundtrip time will bepresentedh section6.

In a pathwith oneconnectionthe only bottleneckis the first link with the lowestratein the entireroute. In caseof
congestiongueuebuilds up only attherouterbeforethe bottlenecKink. Thefollowing lemmais obvious.

Lemmal If the datarate of the bottlene& link is d padkets per secondthenthe downsteampadet inter-arrival
time and the adk inter-arrival time on the reverselink can not be shorterthan 1/d seconds.|f the bottlene& link
is fully-loaded(i.e., no idling), thenthe downsteampadket inter-arrival time and the ack inter-arrival time on the
reverselink are 1/d seconds.

Denotethe sourcewindow sizeattimet asw(t), thenwe have

Theorem1 Considera pathwith only oneconnectiorand only onebottlene& link. Letthe fixedroundtrip timebe
r secondsthe bottlenek link rate be d padetsper secondandthe propagation and transmissiortime betweerthe
sourceandbottlene& routerbet,. If thebottlenek link hasbeenbusyfor at leastr secondsanda padetjustarrived
atthecongestedouterat timet, thenthe queudengthat the congestedrouteris

Q(t) = w(t —t,) — rd. ()

Proof Considerthe pacletthatjustarrivedatthe congestedouterattime ¢. It wassentby the sourceattimet — ¢,,.
At thattime, thenumberof pacletson the pathandoutstandingicksonthereverselink wasw(t — t,). By timet, t,d
acksarerecevedby the source.All pacletsbetweerthe sourceandthe routerhave enteredhe congestedouteror
have beensentdownstream As shovn in Figurel, the pipelengthfrom the congestedouterto therecever, andthen
backto thesourceis r — ¢,. The numberof downstreanpacketsandoutstandingacksare(r — t,)d. Therestof the
w(t — t,) unacknavledgedpacletsarestill in thecongestedouter Sothe queudengthis

Q(t) = w(t —tp) — tyd — (r — t,)d = w(t — t,) — rd. @)
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Figurel: Calculationof thequeudength

Thisfinishesthe proof.

Notice thatin this theoremwe did not usethe numberof paclets betweenthe sourceandthe congestedouterto
estimatahe queudength,becaus¢hepacletsdownstreanfrom the congestedouterandthe ackson thereverselink
areequallyspacedbut the pacletsbetweerthe sourceandthe congestedoutermaynotbe.

The analysisin this theoremis basedon the assumptiongn section2. The conclusionappliesto bothslow startand
congestioravoidancephases.In orderfor equation(1) to hold, the routermusthave beencongestedor at leastr
seconds.

4 Buffer SizeRequirementand ThresholdSetting

WhenECN signalsareusedfor congestiorcontrol,thenetwork canachiese zeropaclketloss.Whenacknavledgments
arenot marked, the sourcegraduallyincreasehe window size. Uponthereceiptof an ECN-Echothe sourcehalves
its congestiorwindow to reducethecongestion.

In this section,we analyzethe buffer sizerequiremenfor both mark-tailand mark-frontstratgjies. The resultalso
includesananalysison how to setthethreshold.

4.1 Mark-T ail Strategy

SupposeP wasthe pacletthatincreasedhe queudengthoverthethresholdr’, andit wassentfrom thesourceattime

so andarrivedatthe congestedouterattime tq. Its acknaviedgmentwhichwasan ECN-echoarrivedatthe source
attime s; andthe window wasreducedat the sametime. We alsoassumethat the last paclet beforethe window

reductionwassentattime s; andarrivedatthecongestedouterattime¢; .

In orderto useTheoreml, we needto considertwo caseseparatelywhenT is largeandwhenT is small,compared
tord.

Casel If T isreasonablyarge(aboutrd) suchthatthebuildup of aqueueof sizeT needs: time, theassumptiorin
Theoreml is satisfiedwe have

T = Q(to) = w(to — tp) — rd = w(so) — rd, 3)

SO
w(sg) =T + rd. (4)

Sincethetime elapsebetweens, ands; is oneRTT, if paclet P werenot marked, the congestiorwindow would
increaseo 2w(so). SinceP wasmarked,the congestiorwindow beforereceving the ECN-Echowas

w(sy) = 2w(so) = 1 = 2(T +rd) - 1. (5)



Whenthelastpaclet sentunderthis window reachedherouterattime ¢;, thequeudengthwas
Qt7) = w(sy) —rd = 2w(sg) =1 —rd = 2T +rd—1. (6)

Uponthereceiptof ECN-Echo the congestiorwindow washalved. The sourcecannot sendary morepaclketsbefore
half of the pacletsareacknavledged.So2T + rd — 1 is themaximumqueudength.

Case2 |If T issmall,rd is anoverestimatef the numberof downstreanpacletsandacksonthereverselink.
w(sp) = T + numberof downsteampadketsandacks < T + rd. @)

Therefore,
Q7)) =w(sy)—rd=(uw(s) —1)—rd <2(T+rd)—1—rd=2T +rd — 1. (8)

So,in bothcases2T + rd — 1 is anupperboundof queudengththatcanbereachedn slow startphase.

Theorem2 In a TCPconnectiorwith ECNcongestioncontrol, if thefixedroundtrip timeis r» secondsthebottlene&
link rateis d padketspersecondandthebottlene& routeruseghresholdrl” for congestiondetectionthenthemaximum
gueudengthcanbereadedin slowstart phases lessthanor equalto 27 + rd — 1.

As shavn by equation(6), whenT is large,thebound2T" + rd — 1 canbereachedwith equality WhenT is small,
2T + rd — 1 is justanupperbound. Sincethe queuelengthin congestioravoidancephaseis smaller this boundis
actuallythebuffer sizerequirement.

4.2 Mark-Fr ont Strategy

SupposeP wasthe pacletthatincreasedhe queudengthoverthethresholdr’, andit wassentfrom thesourceattime
s¢ andarrivedatthecongestedouterattime to. Theroutermarkedthe paclet P’ thatstoodin thefront of thequeue.
The acknavledgmentof P’, which wasan ECN-echo arrived at the sourceat time s; andthe window wasreduced
atthesametime. We alsosupposehelastpaclet beforethewindow reductionwassentattime s;” andarrivedatthe
congestedouterattimet; .

Considentwo caseseparatelywhenT is largeandwhenT is small.

Casel If T isreasonablyarge(aboutrd) suchthatthebuildup of aqueueof sizeT needs time,theassumptiorin
Theoreml is satisfied We have

T = Q(to) = w(to — tp) — rd = w(so) — rd, 9)

SO
w(sg) =T + rd. (10)

In slow startphasethe sourceincreaseshe congestiorwindow by onefor every acknavliedgmentt receves. If the
acknavledgmenbf P wasrecevedat the sourcewithout the congestiorindication,the congestiorwindow would be
doubledto

2w(sg) = 2(T + rd).

However, whentheacknavledgmenof P’ arrived,T — 1 acknavledgmentsorrespondingo packetsprior to P were
still ontheway. Sothewindow sizeattime s; was

w(sy) =2w(so) — (T —1)—1=T+ 2rd. (11)



Whenthelastpaclet sentunderthis window reachedherouterattime ¢;, thequeudengthwas

Qit;)=w(s;)—rd=T+2rd—rd=T + rd. (12)

Uponthereceiptof ECN-Echo,congestiorwindow is halved. The sourcecannot sendary morepacletsbeforehalf
of thepacletsareacknavledged.SoT + rd is themaximumqueudength.

Case2 |If T issmall,rd is anoverestimatef the numberof downstreanpacletsandacksonthereverselink.

w(sp) = T + numberof downsteampadketsandacks < T + rd. (13)

Therefore,
Q7)) =w(sy)—rd=Quw(s) —T)—rd<2(T+rd)—T—rd=T +rd. (14)

So,in bothcases? + rd is anupperboundof queudengththatcanbereachedn theslow startphase.

Theorem3 In a TCPconnectiorwith ECNcongestioncontrol, if thefixedroundtrip timeis » secondsthebottlene&
link rateis d padetspersecondandthebottlene&routeruseghresholdl” for congestiondetectionthenthemaximum
gueudengththat canbereadedin slowstart phaseis lessthanor equalto 7' + rd.

Again,whenT is large,equation(12) shavstheboundT + rd is tight. Sincethequeudengthin congestioravoidance
phases smaller this boundis actuallythe buffer sizerequirement.

Theorem? and3 estimatehe buffer sizerequirementor zero-losEECN congestiorcontrol.

4.3 ThresholdSetting

In the congestioravoidancephase congestiorwindow increasesoughly by onein every RTT. Assumingmark-tail
stratgy is usedusingthe sametiming variablesasin the previoussubsectionsye have

w(sg) = Q(to) + rd =T + rd. (15)
The congestiorwindow increasesoughlyby onein anRTT,
w(sy)=T+rd+1. (16)
Whenthelastpaclket sentbeforethewindow reductionarrivedat therouter it sav aqueudengthof 7' + 1:
Q) =w(sy)—rd=T+1. 17
Uponthereceiptof the ECN-Echo thewindow washalved:
w(sy) =T +rd+1)/2. (18)

Thesourcemaynotbeableto sendpacletsimmediatelyafters; . After somepacletswereacknavledged the halved
window allowednew pacletsto besent. Thefirst paclet sentunderthe new window sawv a queudengthof

Q1) =w(s1)—rd=T +rd+1)/2—rd=(T —rd+1)/2. (19)

Thecongestiorwindow wasfixedfor anRTT andthenbeganto increaseSoQ(¢1) wastheminimumqueudengthin
acycle.

In summaryin the congestioravoidancephasethe maximumqueuedengthis 7' + 1 andthe minimumqueudength
is(T—rd+1)/2.



In orderto avoid link idling, we shouldhave (T' — rd + 1) /2 > 0 or equvalently, T' > rd — 1. Ontheotherhand,if
min() is alwayspositive, the routerkeepsanunnecessariljarge queueandall pacletssuffer along queueingdelay
Thereforethebestchoiceof thresholdshouldsatisfy

(T—rd+1)/2=0, (20)

or
T=rd—1. (22)

If mark-frontstratey is usedthe sources congestiorwindow increasesoughlyby onein every RTT, but congestion
feedbackravelsfasterthanthe datapaclets.Hence

Q(s7) =T +rd +e, (22)
wheree is betweerD and1, anddepend®nthelocationof the congestedouter Therefore,
Q7)) =w(sy)—rd=T +e¢, (23)
w(sy) =T +rd+e¢€)/2, (24)
Qtr)=w(s1)—rd=T +rd+¢€)/2—rd=(T —rd+¢€)/2. (25)

For the reasorstatedabove, the bestchoiceof thresholdis T = rd — e. Comparedwith rd, the differencebetween
rd — € andrd — 1 canbeignored.Sowe have thefollowing theorem:

Theorem4 In a pathwith only oneconnectionthe optimalthresholdthat achievesfull link utilization while keeping
gueueingdelayminimalin congestionavoidancephaseis rd — 1. If thethresholdis smallerthanthis valug thelink
will beundetutilized. If thethresholdis greaterthanthis valug thelink canbefull utilized,but padketswill suferan
unnecessariljarge queueingdelay

Combiningtheresultsin Theorem2, 3 and4, we canseethatthe mark-frontstratgyy reduceshe buffer sizerequire-
mentfrom about3rd to 2rd. It alsoreduceghecongestiorfeedbacks delayby onefixedround-triptime.

5 Lock-out Phenomenonand Fairness

Oneof theweaknessesf mark-tailpolicy is its discriminationagainsinew flows. Consideithetime whena new flow
joins the network, but the buffer of the congestedouteris occupiedby pacletsof old flows. In the mark-tail strateyy,
the paclet thatjust arrived will be marked, but the pacletsalreadyin the buffer will be sentwithout beingmarked.
The acknavledgmentsof the sentpaclketswill increasethe window size of the old flows. Therefore the old flows
which alreadyhave large shareof theresourcesvill grow evenlarger. However, the new flow with smallor no share
of theresourcesasto backoff, sinceits window sizewill bereducedy themarkedpaclets. Thiscauses “lock-out”
phenomenoin which a singleconnectioror a few flows monopolizethe buffer spaceandpreventotherconnections
from gettingroomin thequeug16]. Lock-outleadsto grossunfairnessamongusersandis clearlyundesirable.

Contraryto the mark-tail policy, the mark-frontstratgyy marksthe pacletsin the buffer first. Connectionsvith large
buffer occupang will have morepaclketsmarkedthanconnectionsvith smallbuffer occupang. Comparedvith the
mark-tailstratey thatlet the pacletsin thebuffer escapeéhemarking,mark-frontstrateyy helpsto preventthelock-out
phenomenonThereforewe canexpectthatmark-frontstratey to befairerthanmark-tail strateyy.

TCP’s discriminationagainstconnectionswith large RTT is alsowell known. The causeof this discriminationis

similar to thediscriminationagainstew connectionslf connectionsvith smallRTT andlarge RTT startatthesame
time, the connectionswith small RTT will receve their acknavledgmentfasterand thereforegrow faster When
congestiorhappensconnectionsvith smallRTT will take morebuffer roomthanconnectionswith large RTT. With

mark-tail policy, pacletsalreadyin the queuewill not be marked but only newly arrived paclketswill be marked.
Thereforeconnectionsvith smallRTT will grow evenlarger, but connectionsvith largeRTT have to backoff. Mark-

front alleviatesthis discriminationby treatingall pacletsin the buffer equally Packetsalreadyin the buffer mayalso
bemarked. Thereforeconnectionsvith large RTT canhave largerbandwidth.
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6 Simulation Results

In orderto comparehe mark-frontandmark-tail stratgies,we performeda setof simulationswith thens simulator
[8]. We modified the RED algorithmin ns simulatorto deterministicallymark the paclets when the real queue
lengthexceedghethreshold.The basicsimulationmodelis shovn in Figure2. A numberof sourcessy, s, - - -, Sm
are connectedo the routerr; by 10 Mbpslinks, routerr; is connectedo r» by a 1.5 Mbpslink, anddestinations
dy,ds,...,d,, areconnectedo r, by 10 Mbpslinks. Thelink speedsrechosersothatcongestiorwill only happen
attherouterr;, wheremark-tailandmark-frontstrategjiesaretested.

With the basicconfigurationshovn in Figure 2, the fixed roundtrip time, including the propagatiortime andthe
transmissionime attherouters,s 59 ms. Changingthepropagatiordelaybetweerrouterr; andr; from 20msto 40
msgivesanRTT of 99 ms. Changinghe propagatiordelaysbetweerthesourcesindrouterr; givesusconfigurations
of differentRTT. An FTPapplicationrunson eachsource.RenoTCP andECN areusedfor congestiorcontrol. The
datapacletsize,includingall headersis 1000bytesandtheacknavledgmenpaclet sizeis 40 bytes.

With the basicconfiguration,

rd = 0.059 x 1.5 x 10 bits = 11062.5 bytes ~ 11 paclets

In our simulationstheroutersperformmark-tailor mark-front. Theresultsfor bothstratgyiesarecompared.

6.1 Simulation Scenarios

In orderto showv the differencebetweenmark-frontand mark-tail stratgies, we designedhe following simulation
scenariopasecbn the basicsimulationmodeldescribedn Figure2. If not specifiedall connectionhiave anRTT of
59 ms, startat 0 secondandstopatthe 10thsecond.

1. Oneconnection.

2. Two connectionsvith thesameRTT.

3. Two overlappingconnectionsvith the sameRTT, but thefirst connectiorstartsat 0 secondandstopsat the 9th
secondthe secondconnectiorstartsat thefirst secondandstopsat the 10th second.

4. Two connectionsvith RTT equalto 59 and157 msrespectiely.

5. Two connectionsvith sameRTT, but the buffer sizeatthe congestedouteris limited to 25 paclets.

6. Five connectionsvith thesameRTT.

7. Five connectionsvith RRT of 59,67,137,157and257 msrespectiely.

8. Five connectionsvith the sameRTT, but the buffer sizeat the congestedouteris limited to 25 paclets.



Scenariodl, 4, 6 and7 aremainly designedor testingthe buffer sizerequirement.Scenariodl, 3, 4, 6, 7, 8 arefor
link efficiency, andscenario2, 3, 4, 5, 6, 7 arefor fairnessamongusers.

6.2 Metrics

We usethree metricsto comparethe two stratgies. The first metric is the buffer sizerequiementfor zeroloss
congestiorcontrol. Thisis themaximumqueuesizethatcanbebuilt up attherouterin theslow startphasebeforethe
congestiorsignaltakeseffect atthe congestedouter If the buffer sizeis greateror equalto this value,no pacletloss
will happen.This metricis measuredsthe maximumqgueudengthin theentiresimulation.

The secondmetric, link efficiency is calculatedrom the numberof acknavledgedpackets(not countingthe retrans-
missions)dividedby the possiblenumberof pacletsthatcanbetransmittedduringthe simulatedime. Becausef the
slow startphaseandpossibldink idling afterthewindow reductionthelink efficiencgy is alwayssmallerthanl. Link

efficiency shouldbe measuredvith long simulationtime to minimizethe effect of the initial transientstate.We tried

differentsimulationtimesfrom 5 secondso 100secondsTheresultsfor 10 secondshow theessentiafeaturesof the
stratgyy, without muchdifferencefrom theresultsfor 100 seconds.Sothe simulationresultspresentedn this paper
arebasedn 10-secondimulations.

Thethird metric,fairnessinde, is calculatecaccordingo theformulain [17]. If m connectionsharethe bandwidth,
andz; is thenumberof acknavledgedpacletsof connectionri, thenthefairnessindex is calculatedhs:

. (i, x;)?
fairness = ~=255— (26)
myoiL, T
fairnesgndex is oftencloseto 1, in our graphswe draw theun fairness index:
unfairness =1 — fairness. (27)

The performanceof ECN dependsn the selectionof the thresholdvalue. In our results,all threemetricsaredravn
for differentvaluesof threshold.

6.3 Buffer SizeRequirement

Figure3 shaws the buffer sizerequiremenfor mark-tailandmark-front. The measurednaximumqueuelengthsare
shavnwith “0” and“ A”. The correspondingheoreticakstimatesrom Theorem? and3 areshavn with dashednd
solid lines. In Figure3(b) and3(d), wherethe connectiondave differentRTT, the theoreticalestimateis calculated
from thesmallesiRTT.

Fromthesimulation wefind thatfor connectionsvith thesameRTT, thetheoreticakstimateof buffer sizerequirement
is accurateWhenthresholdI" is small,the buffer sizerequirements anupperbound,whenT" > rd, theupperbound
is tight. For connectionsvith differentRTT, theestimategivenby thelargestRTT is anupperbound,but is usuallyan
over estimate The estimategivenby thesmallestRTT is a closerapproximation.

6.4 Link Efficiency

Figure4 shavsthelink efficiengy for variousscenariosin all casestheefficiency increasesvith thethresholduntil

thethresholds aboutrd, wherethelink reachesimostfull utilization. Smallthresholdresultsin low link utilization

becausdt generatesongestiorsignalsevenwhentherouteris not really congestedUnnecessarwindow reduction
actionstaken by the sourceleadto link idling. Thelink efficiengy resultsin Figure4 verify the choiceof threshold
statedn Theorem.

In the unlimited buffer caseqa), (b), (d), (e), the differencebetweenmark-tail and mark-frontis small. However,
whenthe buffer sizeis limited asin caseqc) and(f), mark-fronthasmuchbetterlink efficiency. This is because
whencongestiorhappensmark-frontstrateyy providesafastercongestiorieedbackhanmark-tail. Fastercongestion
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Figure3: Buffer sizerequirementn variousscenarios

feedbaclkpreventsthe sourcefrom sendingmorepacletsthatwill bedroppedat the congestedouter Multiple drops
causesourcetimeoutandidling at the bottlenecklink, andthusthe low utilization. This explainsthe drop of link
efficiency in Figure4 (c) and(f) whenthe thresholdexceedsabout10 pacletsfor mark-tailandabout20 pacletsin
mark-front.

6.5 Fairness

Scenario2, 3, 4, 5, 6, 7 aredesignedo testthe scenarioof the two marking stratgies. Figure 5 shavs lock-out
phenomenorandalleviation by mark-frontstratgy. With the mark-tail stratgy, old connectionoccuyy the buffer
andlock-outnew connectionsAlthoughthetwo connectionsn scenarid3 have thesametime span the numberof the
acknavledgedpacletsin thefirst connectionis muchlargerthanthatof thesecondconnectionfFigure5(a). In scenario
4, the connectiorwith large RTT (157 ms) startsat the sametime asthe connectiorwith smallRTT (59 ms), but the
connectionwith small RTT grows faster takesover a large portion of the buffer room andlocks out the connection
with largeRTT. Of all of thebandwidthonly 6.49%is allocatedo theconnectiorwith large RTT. Mark-frontstratey
alleviatesthediscriminationagainsiarge RTT by markingpacletsalreadyin the buffer. Simulationresultsshav that
mark-frontstratgy improvestheportionof bandwidthallocatedo connectiorwith largeRTT from 6.49%to 21.35%.

Figure6 shavstheunfairnessndex for themark-tailandthemark-frontstratgies.In Figure6(a),thetwo connections

10
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have the sameconfiguration. Which connectionreceves more pacletsthan the otheris not deterministic,so the
unfairnessndex seemgandom.But in generalmark-fronthassmallerunfairnessndex thanmark-tail.

In Figure6(b), thetwo connectionsaredifferent: the first connectiorstartsfirst andtakesthe buffer room. Although
the two connectionshave the sametime span,if mark-tail strategyy is used,the secondconnectionis locked out by
the first andthereforerecevesfewer paclets. Mark-front avoids this lock-out phenomenon.The resultsshow that
the unfairnessndex of mark-frontis muchsmallerthanthatof mark-tail. In addition,asthe thresholdincreasesthe
unfairnessgndex of mark-tailincreaseshut the mark-frontremainsroughlythe sameregardlesof thethreshold.

Figure 6(c) shavs the differenceon connectionswith differentRTT. With mark-tail strateyy, the connectionswith
smallRTT grow fasterandthereforelocked out the connectionswith large RTT. Sincemark-frontstratgly doesnot
have thelock-outproblem,the discriminationagainstconnectionsvith large RTT is alleviated. The differenceof the
two stratgjiesis obviouswhenthethresholds large.

Figure6(e) shavs the unfairnessndex whenthe routerbuffer sizeis limited. In this scenariowhenthe buffer is full,
the routerdropsthe the paclet in the front of the queue. Wheneer a pacletis sent,the routercheckswhetherthe
currentqueuesizeis largerthanthethreshold.If yes,the packetis marked. Thefigureshavs thatmark-frontis fairer
thanmark-tail.

Similarresultsfor five connectiongreshavn in Figure6(d) and6(f).

7 Apply to RED

The analyticalandsimulationresultsobtainedin previous sectionsare basedon the simplified congestiordetection
modelthata pacletleaving a routeris markedif the actualqueuesizeof therouterexceedshe threshold.However,
RED usesa differentcongestiordetectioncriterion. First, RED usesaveragequeuesizeinsteadof the actualqueue
size.Seconda pacletis not markeddeterministicallybut with a probability calculatedrom the averagequeuesize.

In this section,we apply the mark-frontstratgy to the RED algorithmand comparethe resultswith the mark-tail
stratgly. Becauseof the difficulty in analyzingRED mathematicallythe comparisonis carriedout by simulations
only.

RED algorithmneedsfour parametersqueueweightw, minimumthresholdth,,;,,, maximumthresholdth,,, ., and
maximummarkingprobabilityp,,.. . AlthoughdetermininghebestRED parameterss out of the scopeof this paper
we have testedseveralhundredof combinationsln almostall thesecombinationsmark-fronthasbetterperformance
thanmark-tailin termsof buffer sizerequirementlink efficiency andfairness.
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Insteadof presentingndividual parametecombinationgor all scenariosye focuson onescenaricand presenthe

resultsfor a rangeof parametervalues. The simulationscenariois the scenario3 of two overlappingconnections
describedn section6.1. Basedon therecommendationis [13], we vary the queueweightw for four values:0.002,

0.02,0.2and1, vary th,,;, from 1to 70,fiX thy,qe 8S2thmin, andfiX p,,.. as0.1.

Figure7 shows the buffer sizerequiremenfor both stratgieswith differentqueueweight. In all casesmark-front
stratgy requiressmallerbuffer sizethanthe mark-tail. The resultsalsoshav that queueweightw is a majorfactor
affectingthe buffer sizerequirementSmallerqueueweightrequiredargerbuffer. Whenthe actualqueuesizeis used
(correspondingo w = 1), RED requiregheminimumbuffer size.

Figure8 shavs thelink efficiengy. For almostall valuesof threshold mark-frontprovidesbetterlink efficiengy than
mark-tail. Contraryto the commonbelief, theactualqueuesize(Figure8(d)) is no worsethanthe averagequeuesize
(Figure8(a))in achieving higherlink efficiency.

The queuesize traceat the congestedouter shavn in Figure 9 provides someexplanationfor the smallerbuffer
sizerequirementndhigherefficiengy of mark-frontstratgy. Whencongestiorhappensmark-frontdeliversfaster
congestiorfeedbackhanmark-tailsothatthe sourcesanstopsendingpacletsearlier In Figure9(a), with mark-tail
signal,the queuesizestopsincreasingat 1.98second With mark-frontsignal,the queuesizestopsincreasingat 1.64
second.Thereforemark-frontstratgy needsmallerbuffer.
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On the otherhand,whencongestioris gone,mark-tailis slow in reportingthe changeof congestiorstatus.Packets
leaving therouterstill carrythecongestionnformationsetatthetime whenthey enteredhequeue Evenif thequeue
is empty thesepacletsstill tell the sourceshat the routeris congested.This out-datedcongestiorinformationis
responsibldor thelink idling around6th secondand12thsecondn Figure9(a). As acomparisonin Figure9(b), the
samepacletscarry moreup-to-datecongestiorinformationto tell the sourceshatthe routeris no longercongested,
sothesourcesendmorepacletsin time. Thusmark-frontsignalhelpsto avoid link idling andimprovetheefficiency.

Figurel0showvstheunfairnessndex. Bothmark-frontandmark-tailhave big oscillationsin theunfairnessndex when
thethresholdchangesTheseoscillationsare causedy the randomnessf how mary packetsof eachconnectiorget
marked in the bursty TCP slow startphase. Changingthe thresholdvalue can significantly changethe numberof
marked pacletsof eachconnectionln spiteof therandomnessn mostcasesnark-frontis fairerthanmark-tail.

8 Conclusion

In this paperwe analyzethe mark-frontstratgy usedin Explicit CongestiorNotification (ECN). Insteadof marking
the paclet from thetail of the queue this stratgy marksthe pacletin the front of the queueandthusdeliversfaster
congestiorsignalsto the source.Comparedvith the mark-tailpolicy, mark-frontstratgyy hasthreeadvantagesFirst,
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it reduceshebuffer sizerequiremenattherouters.Secondit providesmoreup-to-datecongestiorinformationto help
thesourceadjustits window in timeto avoid pacletlossesandlink idling, andthusimprovesthelink efficiengy. Third,
it improvesthefairnesaamongold andnew usersandhelpsto alleviate TCP’s discriminationagainstonnectionsvith
largeroundtrip time.

With a simplified model,we analyzethe buffer sizerequiremenfor both mark-frontand mark-tail stratgyies. Link

efficiengy, fairnessand more complicatedscenariosare testedwith simulations. The resultsshav that mark-front
stratgy achievesbetterperformancdhanthe currentmark-tail policy. We alsoapply the mark-frontstrateyy to the
RED algorithm.Simulationsshav thatmark-frontstratey usedwith RED hassimilar advantagesver mark-tail.

Basedon the analysisandthe simulations,we concludethat mark-frontis an easy-to-implemenimprovementthat
providesa bettercongestiorcontrolthathelpsTCP to achiere smallerbuffer sizerequirementhigherlink efficiency
andbetterfairnessamongusers.
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